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% E RENGWHHELLEFEROEERN. £MNERREP, BT HTRERRE
ey, AR EIMERMBAR / EF T, THAER P SRS M2 E A
TAENGE. FE%E, AMTERREMGBEINEFEME (G GSM, 1S-41, CDPD, Wireless LAN %)

FRIETFSEEHIL. KT, FEHUENIBEFEFEARFEARNSE R, FXET
MABE AL NARE SR, BT A EEICNERG R BAN MEEH
XA R 2 BEAT T AR, WX R RE#ST T @A, 2R, g
HA S RE I UUE L REF S i L eiF .

xR MABEFEARL, MR, BANZH

fES TN929.5, TN918, TN913.22

1 g

TEN MBS RS (Personal Communication System, PCS) &, B3 P 5E €M &M@ H
TR 5 ZEE M WAEE S& MR R, BIL, BICR NS E# S
T TR HITRZERT. FEN i, @it Z &A% SIAE (Privacy and
Authentication, P&A) %t Io 224 B w5 3 B 8 5 SCAR AT SHMNE, HEENIZ HELE
— B ESTEEFRT AR E,

GSM(Global Service for Mobile) B8 — /M LRIRFEEH AL . B P&A HHURA
T “[A] - %&" (Challenge-Response) ¥l BARZEMNAAREMBITRE, ERFEELE
Brig. B, NERBME, BRE A B PETIE, WX E PR, HRERR
RIRE M & RSB, XAMBRBXTT PCS X~ 2 BRYER M & RUARMERIL. Joh, Vil
W 4% VN(Visited Network) % Fi P INEEE A A i 138 M % HN(Home Network) #1&:5.
BB T WS —EUFBRIEHAT VN 5 BN #7803 #1)& T M BN(Backbone
Network) B4 H, AN, M HN %% VN #=T4 (K., Rand, SRES) TTREGER. T
ERSEEE SEMMYE E) 5% PELEEUKRAPHRERE WRAFHE
LEM) ; TR VN 5 HN B RLRBIEREES RFAREM. BTE PCS #RHA
TREMNK (ENK, #NKFMENR) &8, ATRAETENFLAEEE, THEIMN
M RSERERES. H, TR B T LRSI R E4 R, 2 PCS
B[R 0.

5 GSM BRIl P&A ThBUHZE IR REEA JL 31 18-41 MK DECT .

TESCHR [2] h, VEERE T —F e TRy mm ki fZ e g B e PLA thil.
TSI T A X8 T RMEZ2 MR, 8T /ot iie Mg s MEDRE. B2
RIETE B —REEEX LA SHRERAEHRE, & VN 5BIA P2 a4
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HNEREE HN &5, =EAME VN ZH, VN5 HN 2 [B] AT B3 A B B T R
F e B A N Bk T R SR R I, XRRR T RRRM R TEHE.

BN P&A P HN ¢35, B0 BB I i . LR ] 0 R AR T ™
MEEHEE, HRENTEEBLES. R, FAWB R BEERFNE R, RlEE
WA HE AT B A AT A E3IEF (Public Key Certificate) RS L.

SCHk [3] $B i T —FhEET 4GS A9 MSR+DH Hri. L B REA B P AR RER
869, WAl LB E T HAR EUGE, RN A BOh B 1L & B 2. — B HERG
TEASERP | MEWIES, MRTUAAMBREZAR / g BERZEBER. TR
HRBE HEHWE R T EREARFERBAR.

Sk [4] BB T —FER T RELREME PEA Pl HTHCRATHREELHEARL
B EE N, ANTESRENELE. BRELFEES NG, HMIITEIRY, &
ENF B EHTHRE S ARG ELWARITE. XXMTREREFERESEDN, {BXFF
PCS 3&iH, mTREWNFEERMFRNTHEEAMEE, FUREEREA.

BT RTEEHIBA B S A P B AR, AMISRARANY [ BERE T RRWE
P&A WY, FESCHER [5] BT AR, VEERERA T XANE A, B oA Jes mEA.
P AT 1 B I N R AR R [ REE L, T E RGBT ZEE
WM. RTT, WHNUBFEEE LSRN, AREUTHIE: £—, MEIRNTEE
HN 25, %=, B31H M HN ®AEXT VN SRIAE.

g FRER, MAWESIHEET AR ZLRIN. RARRNIEATERITY, Eitt
FREMNAFE, B8&8MNREA. S CEMRA T TIRAS T ER £, 3
B3 A ERIT RN PEA BER, SRANG / BORSEE, Bt THEYAFEL
NERY.

2 M E P RS AE RN

BT EF XA, ETERBHASA A &R, THTMA%A B
Sesm. 7D ER UMV AR, FFIEAY U7 R4 R I 4 R e AT AR S 35

HEM B RS EMTEN: B (XY} WRAAY X XHE Y #
SEIE; Es{X;V} HRAHE X MG Y SFREME, h(X) AREEAUHE X
By 7B FB{E (Message Digest Code, MDC) ; P, WBZRFHAS, Pt hB3HASH
B Py NS ERSBMAS, P R REAERS SR, Certd
B P HIES; CertB i NEIRS S40ES; ListOfAlg ¥ M4BT TR0 SI0ETE
8, ChosenAlg Ml PRI EIE, LAI %P B (IR KINEIS, Sig{X;Y) R
$ X B Y MREEEUE hy) BEEE.

A PR B SR KA, B R BT, LI R R,
W B P S AER SR TR Y S T

BE 1 HAMSE — B

{CertB, N, LAI ListOfAlg}

Vi1 G B SR B TS E T B EMIERSE CertB , T — PRI =8 —
WHEHLEC Ny, RCERKIRFIE LAL, MRS a0 4T F ks . ListOfAlg .
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B PEWENEE 1 )8, EAX CertB #HTHRK. MAER, MHINAHEMERS
%, PWIHHUG MIER, MHIAAAY K AR —SEFEHAYE. B, ZHERERER
ERHEAEEMNBESE CertB 5 BHITH R B M.

WG, FAPMPEEIE Ko , EEHEHAHEE ChosenAlg , 474 #4047 b0 25 7 3=
ERIZH, HHE 2 ZREVE M.

HB2BIFF — BRI

{Ep[Kp; CertA, K,p], ChosenAlg,

Sig{K7!; {Ny, E;[Ky; Cert A, K,3), ChosenAlg, ListOfAlg}} .

WRINEERBIER 2 /5, BRRATCHRY P M Ey[Ky; CertA, Kq) % (7,
FRUIRMERREN, ERASMERS P, AR ASIERBEE) KPS
5 CertA LR K,y . 3R, THRIMLXT CertA MPARIE. EALER, WHAPREEY, P
Wi, HIER, MK K. AENSHEAPHAH. BE, ZHESEHERETHIENTIE
BERAPEGESEAPY CertAd Fr#t TR E 8. ViR M G RENHFELRTHITR
MR ET DA AN LAEE A

EBBING, R MR K, MU, FFEN SR AEENRE. BERANE,
BE AP ASIERMGE K, , U ASERMFITHE 3 HIHHE.

HEB 3 UM — B AP

{Es[Kap; Koa), Sig{K ;' {Kba, Ep[Kp; Cert A, Kop]}}} .

V1A 4 A R — IR BELER Koo , FEETEHRIMBEZHMPFERLIEH. 25, HHR 3
FELEHBIAP.

FEWEINIHEIE, R Ey[Ku; K SBERE Ko . 25, APRHEE 19838
PRGN Ky MBEFELTHITRIE. EFER, WHAPAAVRMEARE; FIE
Ha, WA FARIRIN & RSIEY.

FW, BENFWALNERZ5R, FERMEFLARZ HELR— M EERY SK =
Kap @ Kia .

3 LR M R AT

BT, BB TESERINEE B 22T, BT BAN AEZH ©
ERHEMMEBERE, MAETEEMNER, AR EHNHTHB BN Z ST
B, ZEXTERA TS HAY B =7 IR & A5 LT B SR AE T BGHEATIERIRY, BAN IMEZBTFE
—EHRRE. RERCEZSIEEYM CA IR MIERHREEFA (fresh) , XAME
BRI LBEmE. LR, X—BREESENY. FHIESREFET L BIES P& ik
RO B AR BT 457 % CRL(Certificate Revocation List) 4F3E 4 . THE XA BAN A
IEB 83T 4 SCRF IR 7 AT 2 VESHT.

3.1 X ReEFZBITA

BB T:

WE1 B—4 {25 B)e-1, N}

?ﬁjE‘ 2 A— B {{l ﬁ) A}Kc—al,](ab}}{a, {Nb, {{I '&) A}Kc—alyKab}Kb}K:l H
?ﬁ)%\ 3 B-— A {Kbu}Kaby{Kbay{{l —1{—1)) A}K;lyKub}Kb}Kb—l o
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E,

WE1B—A4 (B,

WE2 A—B {{| X5 41,4 &8 Bk, (No{l =5 A}, A ES By
HE3 B—A {AE B, {485 B,{| ™ A}z, Kanbio } i
AR B

(a) A=| 2 4, (b) A= |53 c4,

(c) A (CA=>I—+B) (d) A = #(Kap),

() A= A& B, () A= (B=> A& B),
(&) B=|" B, () B=| %3 cA,
(i) B=(CA=| 5 A), () B = #(),

(k) B= A& B, () B (A=>A<—$B),
(m) CA=|%s 4, (n) CA=|2% B,

() CA=|%sca

B BEE 2, R11B3

B<{{f——)A}K-1 A(—b}B}K“{Nb,{I—a)A}K—I A B}K—l,

B<{{]——)A}K-1,A 3 B}k,, (1)
B < {Nb,{l ——) A}K—l A B}K—l (2)

B (1) XFBBE (g) FTH
B< {55 A}y, A ES B, (3)

B (3) K. Ri& (b) # (i) . FABHN (jurisdiction rule) YL RIEFH CertA REH B
B3

B={A % 4). 4)
B (2). (4) XFHEERE LN (message-meaning rule) , 5%

B=Al~{Ny,{| %> A} gor, A& By, (5)
BRI () AEEHLEIRIES N (nonce-verification rule) , 15X

B=A={A &5 B). (6)
BB (1) MMABAN, B
B={A &S B} (7)
HER L, ®RI1E3
A<{l 5 B}y, (8)

i (8) . R (b) M (c) . MHABMMPLE CertA BREFHBRE, BE
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A=|% B (9)
MiEHE 3, 5%
A<{A&s B Al K
<{ }Kub’{ B’{{| -—)A}K:al’Kab}Kb}Kb—l' (10)

B (9) . (10) XK IHEE AN, 55

A=B|~{A&S B ({| &% A}, Kan} i, }- (11)
BRE (d), PARFEHIBERIESMN, BEF|
A=B={4 & B). (12)
HBRB (f) DARBHAGRN, BF)
A= {4 &S By (13)

B (7) XFERE k), (13) AFRE () , 82

A= {A @ By
B = {A %¢®5 By,
JEH

3.2 i HEAILL RS
MBS SRR [3,4] FRETER R OB ISR 1 BR. RIS SRS FoR A P BT

HSHAGFHXMIZH.
R 1 FHXSHEREDNERATER FOLEE

EHE
TE AFER | BB | AN | Rem | BFEE | EER
RIERE | ERE | BRY | #RE | BRYE iBH
MSR+DH! 1 1) 1 (1)
Aziz—Diffie!] 1 1 1 (1) (1)
Bl 1 1 1 (1)

FEHWHPITI RS, RERWEZHENAGE T SHAFTRNBRENRFELEN.
FEFHUF, FAPmFETY. SRAFRYEEUCY —REFEREE, TEV R4
i, WREHTPIRER, I —RRESHN—RELZH. B, A meyLetE nme
KRS/, WS NBET R PSSR EFEAX R RS, SRR
Fl#I R ElGamal BFE L%, WAMHPERBRNKBITULET S B PR M8,
XA T A P RIS ERE B SRR,

4 & R E
FERTHR BB, TR (i A0 B R R T b s G5 B SR, A P ome it R

BIAET MG HE, XBMHET A NERFAXHRHTEREMER. thiley 35t
—MMRERNEERAZ A PR M Ea 8, P20 R W& R S R R AR VI X
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R e STEATRY. TR B SRR NP I B R R K DIt P, BT A EINESE £ OB T
BN BB ERMBEEE, MRS GSM . 1541 FREMEFTEM P IHRMEH
&5, HER—FHEMRET MEHELSAE, B—HERS TXETREZ2 M. ST
GRFH: FhREE. WM, BETE PCS HREHEA.
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AUTHENTICATION PROTOCOL FOR MOBILE USER
REGISTRATION IN PERSONAL COMMUNICATION SYSTEMS

Liu Jianwei Wang Yumin

(Xidian University, Xi’an 710071)

Abstract Impersonation and eavesdropping are the crucial threats in wireless communication
systems. In personal communication systems (PCS}, it is necessary to provide security pro-
tection on the voice/data transmitted over wireless links, and perform mutual authentication
between mobile user and serving network. Recently, many protocols are proposed for different
mobile networks, such as GSM, IS-41, CDPD and wireless LAN. However, these protocols have
different weakness when they are applied in PCS environment. Based on the public-key P&A
model proposed by M.J. Beller, et al.(1993), this paper presents an authentication protocol for
mobile user registration. Then the formalized security proof of the protocol using BAN authen-
tication logic, and the qualitative analysis about its computing complexity are given. Results
show that many new security features are added to the proposed protocols when it is compared
with the protocols available.

Key words Personal communication system, Authentication protocol, BAN logic
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