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AT ETX TR, EEMEERANFSENTEX: KEC: FHLEHL
(Key Escrow Center) , F[{EHiRIRLALM. EALEA2: FAFHEEBRY T EHHNEHITE
{2 (Escrow Agents) . LA : ¥EEBITHIH (Law Authority) . E (y): RAAH z HEE v
HITAHME. e (y) . RABRH 2 XHHE v HITHRAME. MAC.(yv): EEHH z WIER
y BFE R E{E (MAC, Message Authentication Code) . T(e) : BHEB=HEKE. Pum, Sum :
AR MWEAYIMFHA. IDy: AP M 543588, SPy: B M B4 (SP, Software
Program) , KEK : EHMFEEE (Key Encryption Key) . EVS: EERIETH (Escrow
Verification String) . LEAF : {78 A (LEAF, Law Enforcement Access Field) .
A->B: AMBXRZEHER.
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(7) A4 SP 4 SERLUA T H-
KEK = (Pg; - P32)5A1+SA2 - a(SBl+SB2)(SA1+SA2)mOdN, Kg = exgk(k),
H=MACk(IDA,IDB,NA), EVS=ek(IDA,IDB,NA,H),

LEAF = ID4,IDp, Pa1, Paz, K5, Na,EVS,  C = ex(m).

ISR B £ LEAF f1%3 C .
NS RAEETRAT DES 5 IDEA , BEAEREAIRA MDs Hik, XE

BERFZBBHA O BR & AL

EEaiE
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BE.

(6) &% C .

A F 30T

(1)LA [FREEE R RUTES, EH EmERIrE 80 to . IWETUMNEBM tc #HITH
FEA, URIE to TEES D& B K.
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KETE. LA ECEVA R ESEHAR, AR LEAF 2254 KEC (RIE, FmRH
LA REEER—REN AN, BB ERERE, MARRKRINESEEA2FEFER
¥ £ 570 RAMET.

(2) BiILRE AP BERAF CBRT AKKMYE SPa, BERET C ATH AT
H Sar, Saz MGG D4, FEEET SPa W%, TEMEAZEKRMGE. MR A £EHH
SP, M IUHERHMMAF, LA LSS Dy 1 Sar, Saz , BUKAREEEA.
TiAAAR MR R F P A R A SRR ER.
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FRIEEENFHEHULKRRAEFHNERE. L8, WREEE A MEHE m WE
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(5) FEHEMEFFNN (BFELEF .0 KEC MIILERE EA) DRKGRITHET
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B HEE VMR RTI A RLRET A, XRRASGERAN, i, — Mk
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KRR RE PTG, ARMIEEWEZIRAMNERE, ERETIRER T M. &
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AR, SARWERFEWR/AD, THPORMEREZRERR. (k) TRIRE—FERR
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(6) PTG RAF RN B R R P EUR A RAB, BIRREREGE,
it S HRIE. RAMRIE, £ ZE LEAF BF=A R, 54w B SRE AR~
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HTHIEEEEEH AN T RRERE ERBIREPH AR, FENAAYRER
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DESIGN OF SOFTWARE KEY ESCROW SYSTEM

Sun Xiaorong Wang Yumin
(National Key Laboratory on ISN, Xidian University, Xi’an 710071)

Abstract Key escrow systems have gained much attention in recent years. A key escrow
system can provide cryptographic protection to sensitive data ,while at the same time, allows
for the decryption of encrypted message under lawful authorization. Since the public were not
satisfied with the classified encryption method used in key escrow system in hardware, such as
Clipper and Capstone, NIST of US announced a cooperative program with industry to explore
the possibilities of performing key escrow cryptography using software-only techniques. This
paper proposes a scheme for supporting the implementation of key escrow systems in software,
which employs symmetric encryption algorithm for securing communication, and one-way hash
function and asymmetric cryptography for identifying the users and verifying session key.

Key words Software key escrow, Symmetric cryptography, Asymmetric cryptography, One-
way hash function, Law enforcement
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