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Abstract: In the cloud era, cloud Application Programming Interface (API) is the best carrier for service
delivery, capability replication and data output. However, cloud API increases the exposure and attack surface
of cloud application while opening up services and data. Through data hijacking, traffic analysis and other
technologies, attackers can obtain the key resources of the target cloud API, so as to identify the identity and
behavior of users, or even directly cause the paralysis of the underlying system. Currently, there are many types
of attacks against cloud APIs, and their threats and protection methods are different. However, the existing
researches lack a systematic summary for cloud APT attack and protection methods. In this paper, a detail
survey on the threats and protection methods faced by cloud API is conducted. Firstly, the evolution and the
classification of cloud API are analyzed. The vulnerability of cloud API and the importance of cloud API
security research are then discussed. Furthermore, a systematical cloud API security research framework is
proposed, which covers six aspects: identity authentication, cloud API Distributed Denial of Service (DDoS)
attack protection, replay attack protection, Man-In-The-Middle (MITM) attack protection, injection attack
protection and sensitive data protection. In addition, the necessity of Artificial Intelligence (AI) protection for

cloud APT is discussed. Finally, the future challenges and development trends of cloud API protection are presented.
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SR APTIE SR B9 Seit o, B 10 % 52 R % 5
WEIMAPTIE R, T “PrEBEA T rEs, o
S s BRI A REBE M B E B, B Ok
Z et AT Do — SRR A A S B e R 5GP
Rl ok, HR T B R RN A S E
B, “PUERIET” B MHLEL BEE. HiK
S8, SCHR[29)FR BKG “BEALEC” A1 “HFRIER” 4
AER, HFRERAE AR A I (8] BN 1 BT BE AL
B, XFEREAR T BT R BRFEDD RIS . BRikZ A,
b 8- I 25 AL 1) R0 — 20 11 A AL 1] OV 512 B o e
BRIz, XRS5 AL TR AT SR
PUARFE K S BB M . &R = APTH 1R 5:
AP E i RE
4.3.2 MERH R

FMBY T WA L& AR S (LR2),
KPR, HEEMAME ST L ER, TE
HR A S b 8 3 S B A & P BT & -
4.4 MITMX & 5R5P

fi[a] A (Man-In-The-Middle, MITM) % di/E N
HEHHNIGEFR, 25U AWK R
], {EAE8Webig i, MITMICEH R 2, L
BT — B 1384 R4t (Domain Name System,
DNS) ¥ < i&#%F (Server Message Block,
SMB)H AR A A FIMITMIC FBL. B U
FUMEINAT, =APTRERGK, FEER AR
K% Hia F T DASREU 57 R 33 o H AR S L TR
MITM X s 3 T B R o AR I3 55 9 48 58 5 =
APUB IR R 5RO I — Rl Beas 77 5K
4.41 MITMXEHERBEGR

fE4iWebsz s, MITMEGE 2 Nlb: 21iF
BIRFAEE B P . B0 R 8 A B R A
MR REL R P ERNEEZE, BRI SR
MG IR RTECE R BT Bids, MITMI
AEEE. B BRBIENGE . AP R
H, B ETE SRR E S IE S 2R S e R
AT RGBT ] 6
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4.4.2 MITMXHH B 25

AN RS AL N AE H I Private APT,
M7 FF TR AN AR 7 AT FH B A 2R B () = APT, 4B
A Al R 2 BIA R PFIMITM B . %) T Private
APLRUL, Ja sk @15 H i B0k 3 2 FH ik e b
P (Address Resolution Protocol, ARP)IigiFHE
MAHARPEAAR, KHEEENFMACHLES H
FrENIPAHICEE, & MARPEGFETF., M T Hith
KM= APLRUL, W28 7045 1% B DNS IRk %%
#%, Bk E hIEDNSH B, #R 2 AdHH F gead IR
TP s ik 32E N B0ty 3 e B B BFTP - AT 2 3
DNSZA 7802, Britz o, K= API# &K
2 2B 85 W (Secure Sockets Layer, SSL){#
o ACHRE ) 22 Al i, MU 3 AT REAE X — it AR B
S ESSLUETS, 4 H 7 ZRE X W AR 1) 2 A 5
AR IR, Mo e B E A4S XU 15 B
. %,
4.4.3 MITMR5#P 75 RELE

= APIFT 3 8 3 3 g I AS A0 158 1845 X7 AR
TR R AL S A AT AR DA S AR I FE AR 5 1)
AT IAE . X T AR R ) APT AT GEIE 52 (1)
MITME i, &3 MIAMITME H B 47 75 75 4 ik
BT ARERYER T, FEN AN A BT T st e
XfFPrivate APTHRE, MITMICd: 3 B R # (5
PR TC R AT, T AERT 4 i A2 H Bz %
FEAE 38 X T8 AE I R FR AR G I GuEATLR], B an 4y

REGB . RAT B B SRR 46 H SR,
X T HAR SRR I APIR B, MITM X 2 i id
P = APTFIDNSHa B, 8% it SSLUE 5 A3k W 4%
BENE, BRI FE n] DO A B (5 5
wirp g v H AR N EIEB AR, B 6T
2544 K AN [E i o AR AR IE AR F2 (0 sk
4.5 FANBEHSEEF

ER G Webd st , BIRLIERIERE RS
(R 55 4% ) B8 2 M A 8t 45 — B2 YR 2 £7 (Uniform Re-
source Locator, URL)fIZRIEZ HIThaE, HRAR
DEEE R . SR = APTE A A 5 I A HT -
TPSHMCSEIL T8 S5tk . Bk, S3dE kxR
ZAPIR, W@k TERNSH. AN,
AN B E SRS HIGE, AR EE B R
2. JUHZ MR bt R HOR A 20t < APIER:
WE o yEEGEYE, EEAREATEIRES . R
KA SFE I ReEERER, IR AT BE24 = AP K
BERMEE.
4.5.1 FEANBENBEH IR

FENBCE R R NI A AR 8 N BL R 33K

(D) BAEN: B F i i /g 2K LU
MR B RS PATIEIIRM & L. RES
APTEA — AN WAL Bk PN, =
R E T LME FHHT TP Sk BAE NN O fSRIEAN
R

(2)SQLIEN: Tk & 782 1 o iy N 250408 Hh v

®2 MERARER

o &S oo & A 8 R
HUEOT % e s > Z T EER
BEALH) T A (R e R 2D PAE R BT K v N
IiF ] 78 20 PIAT o5 FH > TR B 0 ) 25 v v
K5 RREG T AE o D ST R SR AR v v
—PEOAHUEIE BBV BRI A BT FES . e v v
P R AL 1) ) T6 75 A (i [ 22 {538 AR BOAIE SR ) N v
% 3 MITMPFir 7 RELE
MITMPi 5 % Wk B AR Wik T /771 Akl
BruschiZ§ AP ARPZA7 B il S-ARP S NS K&
Limmaneewichid &5 A 158 HFRIP % A P-ARP I A BR B R TP Hh ki
Lootah%s A ARPZA7 e il T-ARP B HURAT SHENIE
TrabelsiZ AP ARP R P2 IS el AIREARPRZ W “4EfET %H
Ataullah 2§ A1) ARPTIRS MR e il ES-ARP I B ARPIE KA
AriyapperumaZ A 1 Hd B AR iR DNSSEC WA RO % 4
Kales% A\l BEIEB T TH P TE P A 50 i kEH &
Soghoian® A7 BRI & T WEREE TEF A P AR E
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ANBEWIEA, BT = APIE = X A5 ) 1T 3E,
IR 55 25 it UL JS 2 B 2 R A AR N AN ) )
—E AT, AR TR IR ISQLE )12 4 .

(3)il A& v BRI R A
B R EAE,  thin B geiod 2 ik E sl
KB ISR, FECRGH TR BO A 25 )
iR
4.5.2 FANBERHIFHFR

FENRENBLE I, B2 M ASH = APIN
FEHTH HEE B B ar 24> IF, Kingthorin 42 3|
A PLR R NGRS IE ] SR AL B, B
BUEIT IR B R . A, Zhong®HE A1
P2 A EERE FE LS B e AT B, BT R
SR B BUR TR T BURAE R AL B . Rajaram
G NIRRT = APTSL A5 2 /i, w7 LUK =0
f) 77 2O BT >R E T EAS AT A SR U5 ) = APTH 3
PR B VR RS
4.6 BUREEME S

BURE BEFEART: EE. Eridx, @
WHE. B4 Bl B EdE (k4. k.
MRAE . HLUE). X T =APLMF, XFAMTF R Ui
e S A O I, HX A B U7 R AR R
TFH 22 B4R BIRTRE T, 2 O B Tt 28 e XU
4.6.1 ETHIEMZHBURIE 2B

A P2 O B, o T B
&, MAERRMZARE. Bk, ar@dSSL. £
o J 2 2 A I LR N T TR B e B AR R 1 22 4
PEo B RGO HUE AL 22 At 5 PR A 22 43 n
BREA — IR . SN P (Off-The-
Record messaging, OTR)X ik R i {5 APIN %
Rz e A ERRKER, g DI HIAL
et SOk g ST AL R A, 0 A I 2 >R FH B
R ORI LUSE I SE R AT M & M, AR
Ab RARE ZAENE AR P ZMITMB . Yang
S NMER H @ 90 # bRk (Advanced Encryption
Standard, AES)5 7%, RSAFIVERAINE KL mEL
WLz, RAMERIH = APIINCAE A
PSR SR TR EAE TR, R T A
fr] o
4.6.2 ETHIETFIEABURIZE 2B

L] 5 ) BB A T A e R I N = APT A,
WM AR A AT JSON-schema %L
P ST A, FEIAT 2 %) (R R i m DA
AN ST R PR BB I 2 1 B A7 B A AR
T, A R ) B 1 (7] A I 2 7S 2 R R

Bro SCHR[45]5IN T 456 AN, ids S 3k Le R I mT
ReiE R BGE # R = IR DTG B, HA B4
W5 LT —MESRA R R R AR, ExkS EA
By W WA WU i S R ) = APT. SCRiR[46] 45 HH T
BURZAPIE L, FIH T 5 H P R 5C i Bl
AP, Hdid o Hr UK 2 APTEE Hh (178 78 B
Sk W7 75 A LE U B M it B

5 AIREIEAPIZE

Gartner " #E20204 10 K ik i £ R A 4R &5
Hr, BRERAR AR RE N ORIMSE T, N TEAeR) 2
I FH 20 ) 25 BT i) b o SCRR [48]8F 5 APTI &2 2%
P AMA T, —TTHRSHNERE, =
APIAFAER KB Z BRI K A TR s )
— 7T R AR FER B A, ARG S T AN R BIAE
B, — A APTHAT L S BN AT R & 5 1 2 2K .
BEE = AP ER 2RI N, =APIFEJhd 2
BRNE G, BT PR FIY = APIR UG [ © & A
A HRE AU o B3N8 1K = APTER A 204 A . A2 7
()22 4z By AN Uk [ s 0 T RIS, Ttk S
AR B T UGIE. R, EE %A, FTLUR
HMEIE IS B — AL G 7V ok SE I H AT R A = APTI %2
B . HUEFE, ATMAL A% > (Machine
Learning, ML) X ¥ = APT%¢ A e i@ L I A 1 2%
fith 22 AR P IR R B RUE, Hsh I RfEE, B
B RIE 15 R0 B A fE L

FERI N E LRSS EMZ RN, — N 4m
)= APTZ g 7 BT E 2B ae 1, ik
TERERWEE . BIHATNE, —Si R ER
tH R FH A [R] ML B AR SR A Wl 2 AP T 45 37 &2 )
5 # . Kromkowski%s NOHRH T —NH T3 4 A1
o N T 8% 37 B e S A LR RE SR, SE e AT IR
IO UESEEE, SO RO R E BRI R E R . 4,
Baye# NPOR A vy 197 43 A 85 1 far I 452 RSk A 2 =~
APLEHE B HUE, fEdrid e iE)s, i
i B A4 LR SRR S5 R e R R A 5 4y K =
AP R HERAT I &AL a2 1 50, K
I 4B92: (K- Nearest Neighbor, KNN). A2 D17
(Naive Bayes, NB). M (Decision Tree, DT)
F0, FEEEFIFNBAPLE FEEHMIE
WAT AR R IE R AT NG S8R, fEF A
TRRBE RS @ A S r 77 A PH L R B
MR ZAPIBGEACE ST M. k4R, 5
eG4 )7 ZAHLEL, AR EfR U S I E . =
APT DDoSHil BIUBHIAR PR 37 5 9538 24 4 1] /S
N APLIRIN T Hr2:% 2] E R CWRE 1. B2,
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WKL SR E. ENk HF
TR HAR PR3 I (SSL, TLS) e L NE O

ML A BCRE 5 APT % 4297 Ji& 21 5 i) 42t AL 2 4=
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N BT B AT B AR R 5 APT % 4
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i, ARKRESIE . ARREGR S = APTEGE
MBI, 22 4By b 1 it R 7R 200 5 &R 4t
. Baith. BRERE S, JLE— AW, =R
AW TR, A KR PUA R, DLERER
PR RER T TR HEE o

& E x|

(1] A RA . 202044 E TR APTZ 5 H B A3 (R).
ICHGE ) R AR, 2020.

IResearch Consulting Croup. White paper on API economy

of China's artificial intelligence[R]. IResearch Consulting

Series Research Reports, 2020.

[2] TAN Wei, FAN Yushun, GHONEIM A, et al. From the
service-oriented architecture to the Web API economy[J].
IEEE Internet Computing, 2016, 20(4): 64-68. doi: 10.1109/
MIC.2016.74.

[10]

[11]

[12]

[13]

[14]

ESPINHA T, ZAIDMAN A, and GROSS H G. Web API
growing pains: Loosely coupled yet strongly tied[J]. Journal
of Systems and Software, 2015, 100: 27-43. doi: 10.1016/j.
j$s.2014.10.014.

BOUGUETTAYA A, SINGH M, HUHNS M, et al. A
service computing manifesto: The next 10 years[J].
Communications of the ACM, 2017, 60(4): 64-72. doi: 10.
1145/2983528.

HUSSAIN F, HUSSAIN R, NOYE B, et al. Enterprise API
security and GDPR compliance: Design and implementation
perspective[J]. IT Professional, 2020, 22(5): 81-89. doi: 10.
1109/MITP.2020.2973852.

ARCURI A, FRASER G, and JUST R. Private API access
and functional mocking in automated unit test
generation[C]. 2017 IEEE International Conference on
Software Testing, Verification and Validation, Tokyo,
Japan, 2017: 126-137. doi: 10.1109/ICST.2017.19.

OWASP. OWASP top ten 2017[EB/OL]. https://www.
owasp.org/index.php/Top 10-2017 Top 10, 2017.
BOZKURT M, HARMAN M, and HASSOUN Y. Testing
Web services: A survey[R]. Technical Reports TR-10-01,
2010.

ESPINHA T, ZAIDMAN A, and GROSS H G. Web API
fragility: How robust is your mobile application?[C]. The
2nd ACM International Conference on Mobile Software
Engineering and Systems, Florence, Italy, 2015: 12-21. doi:
10.1109/MobileSoft.2015.9.

XIFE, BRILEN, 43¢, 55, H R OAuth2, 05 AR 55 APTHIIK
S E R BRI ). 84S 53R, 2019, 40(6): 40-50. doi:
10.11959/j.issn.1000-436x.2019144.

LIU Qixu, QIU Kaili, WANG Yiwen, et al. Account
hijacking threat attack detection for OAuth2.0
authorization API[J]. Journal on Communications, 2019,
40(6): 40-50. doi: 10.11959/j.issn.1000-436x.2019144.

DIG D and JOHNSON R. How do APIs evolve? A story of
refactoring[J]. Journal of Software Maintenance and
Evolution: Research and Practice, 2006, 18(2): 83-107.
doi: 10.1002/smr.328.

SETIADI D R I M, NAJIB A F, RACHMAWANTO E H,
et al. A comparative study MD5 and SHA1 algorithms to
encrypt REST API authentication on mobile-based
application[C]. 2019 International Conference on
Information and Communications Technology, Yogyakarta,
Indonesia, 2019: 206-211. doi: 10.1109/ICOIACT46704.
2019.8938570.

SKLAVOS N and KOUFOPAVLOU O. Implementation of
the SHA-2 hash family standard using FPGAs[J]. The
Journal of Supercomputing, 2005, 31(3): 227-248. doi: 10.
1007/s11227-005-0086-5.

GORSKI P L, ACAR Y, IACONO L L, et al. Listen to


https://doi.org/10.1109/MIC.2016.74
https://doi.org/10.1109/MIC.2016.74
https://doi.org/10.1109/MIC.2016.74
https://doi.org/10.1016/j.jss.2014.10.014
https://doi.org/10.1016/j.jss.2014.10.014
https://doi.org/10.1016/j.jss.2014.10.014
https://doi.org/10.1145/2983528
https://doi.org/10.1145/2983528
https://doi.org/10.1145/2983528
https://doi.org/10.1109/MITP.2020.2973852
https://doi.org/10.1109/MITP.2020.2973852
https://doi.org/10.1109/MITP.2020.2973852
https://doi.org/10.1109/ICST.2017.19
https://www.owasp.org/index.php/Top_10-2017_Top_10
https://www.owasp.org/index.php/Top_10-2017_Top_10
https://doi.org/10.1109/MobileSoft.2015.9
https://doi.org/10.11959/j.issn.1000-436x.2019144
https://doi.org/10.11959/j.issn.1000-436x.2019144
https://doi.org/10.11959/j.issn.1000-436x.2019144
https://doi.org/10.1002/smr.328
https://doi.org/10.1002/smr.328
https://doi.org/10.1109/ICOIACT46704.2019.8938570
https://doi.org/10.1109/ICOIACT46704.2019.8938570
https://doi.org/10.1007/s11227-005-0086-5
https://doi.org/10.1007/s11227-005-0086-5
https://doi.org/10.1007/s11227-005-0086-5
https://doi.org/10.1109/MIC.2016.74
https://doi.org/10.1109/MIC.2016.74
https://doi.org/10.1109/MIC.2016.74
https://doi.org/10.1016/j.jss.2014.10.014
https://doi.org/10.1016/j.jss.2014.10.014
https://doi.org/10.1016/j.jss.2014.10.014
https://doi.org/10.1145/2983528
https://doi.org/10.1145/2983528
https://doi.org/10.1145/2983528
https://doi.org/10.1109/MITP.2020.2973852
https://doi.org/10.1109/MITP.2020.2973852
https://doi.org/10.1109/MITP.2020.2973852
https://doi.org/10.1109/ICST.2017.19
https://www.owasp.org/index.php/Top_10-2017_Top_10
https://www.owasp.org/index.php/Top_10-2017_Top_10
https://doi.org/10.1109/MobileSoft.2015.9
https://doi.org/10.11959/j.issn.1000-436x.2019144
https://doi.org/10.11959/j.issn.1000-436x.2019144
https://doi.org/10.11959/j.issn.1000-436x.2019144
https://doi.org/10.1002/smr.328
https://doi.org/10.1002/smr.328
https://doi.org/10.1109/ICOIACT46704.2019.8938570
https://doi.org/10.1109/ICOIACT46704.2019.8938570
https://doi.org/10.1007/s11227-005-0086-5
https://doi.org/10.1007/s11227-005-0086-5
https://doi.org/10.1007/s11227-005-0086-5

14

MR HAE:

TN IR s O 2 Wt sk B 5B 381

(15]

[16]

(17]

(18]

(19]

20]

(21]

(22]

23]

(24]

25]

[26]

developers! A participatory design study on security
warnings for cryptographic APIs[C]. The 2020 CHI
Conference on Human Factors in Computing Systems,
Honolulu, USA, 2020: 1-13. doi: 10.1145/3313831.3376142.
Angular University. JWT: The complete guide to JSON
web tokens[EB/OL]. https://blog.angular-university.io/
angular-jwt/, 2022.

KARUNANITHI M D and KIRUTHIKA B. Single sign-on
and single log out in identity[C]. The International
Conference on Nanoscience, Engineering and Technology,
Chennai, India, 2011: 607-611. doi: 10.1109/ICONSET.
2011.6168044.

FUJIT H and TSURUOKA Y. SV-2FA: Two-factor user
authentication with SMS and voiceprint challenge
response[C]. The 8th International Conference for Internet
Technology and Secured Transactions, London, UK, 2013:
283-287. doi: 10.1109/ICITST.2013.6750207.

VAN OORSCHOT P C. Computer Security and the
Internet: Tools and Jewels|M]. Cham: Springer, 2020: 1-25.
doi: 10.1007/978-3-030-33649-3.

NOKOVIC B, DJOSIC N, and LI W O. API security risk
assessment based on dynamic ML models[C]. The 14th
International Conference on Innovations in Information
Technology, Al Ain, United Arab Emirates, 2020: 247-252.
doi: 10.1109/IIT50501.2020.9298975.

BERA P, SAHA A, and SETUA S K. Denial of service
attack in software defined network[C]. The 5th
International Conference on Computer Science and Network
Technology, Changchun, China, 2016: 497-501. doi: 10.
1109/ICCSNT.2016.8070208.

DE B. API Management[M]. Berkeley: Apress, 2017: 15-28.
doi: 10.1007/978-1-4842-1305-6 _ 2.

IMPERVA. Bot defense for API security data
sheet[EB/OL]. https://resources.distilnetworks.com/data-
sheets /bot-defense-for-apis, 2018.

NETACEA. Bot detection and mitigation with machine
learning[EB/OL]. https://www.netacea.com/bot-detection,
2018.

HARGUINDEGUY B. Artificial intelligence and machine
learning: A new approach to API security[EB/OL].
https://www.pingidentity.com/en/company/blog/posts/201
8 /artificial-intelligence-machine-learning-a-new-approach-to-
api-Security.html, 2018.

ZHU Minghui and MARTINEZ S. On the performance
analysis of resilient networked control systems under replay
attacks[J]. IEEE Transactions on Automatic Control, 2014,
59(3): 804-808. doi: 10.1109/TAC.2013.2279896.
GRUSCHKA N and LUTTENBERGER N. Protecting web
services from DoS attacks by SOAP message validation[C].

[27]

[28]

[29]

[30]

[31]

[32]

33]

[34]

[35]

[36]

The IFIP TC-11 21st International Information Security
Conference, Karlstad, Sweden, 2006: 171-182. doi: 10.1007/
0-387-33406-8 _15.

JENSEN M, GRUSCHKA N, and HERKENHSNER R. A
survey of attacks on web services[J]. Computer Science-
Research and Development, 2009, 24(4): 185-197. doi: 10.
1007/s00450-009-0092-6.

DE RYCK P, DESMET L, PIESSENS F, et al. Primer on
client-side web security[M]. Cham: Springer, 2014: 105-109.
doi: 10.1007/978-3-319-12226-7.

FOROR, ARF . T U6 R A O T R[], S
TH2, 2017, 43(5): 115-120,128. doi: 10.3969/j.issn.1000-
3428.2017.05.019.

XIAO Binbin and XU Yuming. Scheme of anti-replay
attacks based on two-factor authentication[J]. Computer
Engineering, 2017, 43(5): 115-120,128. doi: 10.3969/j.issn.
1000-3428.2017.05.019.

ERLL, Bkt ARE R, 55, PUE Sl 7 S48 TR R[],
W% 2 R 5, 2021(4): 8-10. doi: 10.3969/j.issn.
1009-6833.2021.04.006.

WANG Yuhong, XIA Anxiang, LIN Guoqing, et al.
Application of anti-replay attack scheme in engineering|[J].
Network Security Technology & Application, 2021(4): 8-10.
doi: 10.3969/j.issn.1009-6833.2021.04.006.

CONTI M, DRAGONI N, and LESYK V. A survey of man
in the middle attacks[J]. IEEE Communications Surveys &
Tutorials, 2016, 18(3): 2027-2051. doi: 10.1109/COMST.
2016.2548426.

NAQASH T, UBAID F B, ISHFAQ A, et al. Protecting
DNS from cache poisoning attack by using secure proxy[C].
2012 International Conference on Emerging Technologies,
Islamabad, Pakistan, 2012: 1-5. doi: 10.1109/ICET.2012.
6375486.

BRUSCHI D, ORNAGHI A, and ROSTI E. S-ARP: A
secure address resolution protocol[C]. The 19th Annual
Computer Security Applications Conference, Las Vegas,
USA, 2003: 66-74. doi: 10.1109/CSAC.2003.1254311.
LOOTAH W, ENCK W, and MCDANIEL P. TARP:
Ticket-based address resolution protocol[J]. Computer
Networks, 2007, 51(15): 4322-4337. doi: 10.1016/j.comnet.
2007.05.007.

TRABELSI Z and EL-HAJJ W. Preventing ARP attacks
using a fuzzy-based stateful ARP cache[C]. 2007 IEEE
International Conference on Communications, Glasgow, UK,
2007: 1355-1360. doi: 10.1109/ICC.2007.228.

KALES D, OMOLOLA O, and RAMACHER S. Revisiting
user privacy for certificate transparency[C]. 2019 IEEE
FEuropean Symposium on Security and Privacy, Stockholm,

Sweden, 2019. doi: 10.1109/EuroSP.2019.00039.


https://doi.org/10.1145/3313831.3376142
https://blog.angular-university.io/angular-jwt/
https://blog.angular-university.io/angular-jwt/
https://doi.org/10.1109/ICONSET.2011.6168044
https://doi.org/10.1109/ICONSET.2011.6168044
https://doi.org/10.1109/ICITST.2013.6750207
https://doi.org/10.1007/978-3-030-33649-3
https://doi.org/10.1109/IIT50501.2020.9298975
https://doi.org/10.1109/ICCSNT.2016.8070208
https://doi.org/10.1109/ICCSNT.2016.8070208
https://doi.org/10.1007/978-1-4842-1305-6_2
https://resources.distilnetworks.com/data-sheets/bot-defense-for-apis
https://resources.distilnetworks.com/data-sheets/bot-defense-for-apis
https://www.netacea.com/bot-detection
https://www.pingidentity.com/en/company/blog/posts/2018/artificial-intelligence-machine-learning-a-new-approach-to-api-Security.html
https://www.pingidentity.com/en/company/blog/posts/2018/artificial-intelligence-machine-learning-a-new-approach-to-api-Security.html
https://www.pingidentity.com/en/company/blog/posts/2018/artificial-intelligence-machine-learning-a-new-approach-to-api-Security.html
https://doi.org/10.1109/TAC.2013.2279896
https://doi.org/10.1109/TAC.2013.2279896
https://doi.org/10.1007/0-387-33406-8_15
https://doi.org/10.1007/0-387-33406-8_15
https://doi.org/10.1007/s00450-009-0092-6
https://doi.org/10.1007/s00450-009-0092-6
https://doi.org/10.1007/s00450-009-0092-6
https://doi.org/10.1007/978-3-319-12226-7
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.1109/COMST.2016.2548426
https://doi.org/10.1109/COMST.2016.2548426
https://doi.org/10.1109/COMST.2016.2548426
https://doi.org/10.1109/ICET.2012.6375486
https://doi.org/10.1109/ICET.2012.6375486
https://doi.org/10.1109/CSAC.2003.1254311
https://doi.org/10.1016/j.comnet.2007.05.007
https://doi.org/10.1016/j.comnet.2007.05.007
https://doi.org/10.1016/j.comnet.2007.05.007
https://doi.org/10.1109/ICC.2007.228
https://doi.org/10.1109/EuroSP.2019.00039
https://doi.org/10.1145/3313831.3376142
https://blog.angular-university.io/angular-jwt/
https://blog.angular-university.io/angular-jwt/
https://doi.org/10.1109/ICONSET.2011.6168044
https://doi.org/10.1109/ICONSET.2011.6168044
https://doi.org/10.1109/ICITST.2013.6750207
https://doi.org/10.1007/978-3-030-33649-3
https://doi.org/10.1109/IIT50501.2020.9298975
https://doi.org/10.1109/ICCSNT.2016.8070208
https://doi.org/10.1109/ICCSNT.2016.8070208
https://doi.org/10.1007/978-1-4842-1305-6_2
https://resources.distilnetworks.com/data-sheets/bot-defense-for-apis
https://resources.distilnetworks.com/data-sheets/bot-defense-for-apis
https://www.netacea.com/bot-detection
https://www.pingidentity.com/en/company/blog/posts/2018/artificial-intelligence-machine-learning-a-new-approach-to-api-Security.html
https://www.pingidentity.com/en/company/blog/posts/2018/artificial-intelligence-machine-learning-a-new-approach-to-api-Security.html
https://www.pingidentity.com/en/company/blog/posts/2018/artificial-intelligence-machine-learning-a-new-approach-to-api-Security.html
https://doi.org/10.1109/TAC.2013.2279896
https://doi.org/10.1109/TAC.2013.2279896
https://doi.org/10.1007/0-387-33406-8_15
https://doi.org/10.1007/0-387-33406-8_15
https://doi.org/10.1007/s00450-009-0092-6
https://doi.org/10.1007/s00450-009-0092-6
https://doi.org/10.1007/s00450-009-0092-6
https://doi.org/10.1007/978-3-319-12226-7
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1000-3428.2017.05.019
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.3969/j.issn.1009-6833.2021.04.006
https://doi.org/10.1109/COMST.2016.2548426
https://doi.org/10.1109/COMST.2016.2548426
https://doi.org/10.1109/COMST.2016.2548426
https://doi.org/10.1109/ICET.2012.6375486
https://doi.org/10.1109/ICET.2012.6375486
https://doi.org/10.1109/CSAC.2003.1254311
https://doi.org/10.1016/j.comnet.2007.05.007
https://doi.org/10.1016/j.comnet.2007.05.007
https://doi.org/10.1016/j.comnet.2007.05.007
https://doi.org/10.1109/ICC.2007.228
https://doi.org/10.1109/EuroSP.2019.00039

382 BT 5 & B % 545 %

[37] SOGHOIAN C and STAMM S. Certified lies: Detecting and doi: 10.1109/ICST46399.2020.00046.
defeating government interception attacks against SSL [46] MENG Shanshan, YANG Xiaohui, SONG Yubo, et al.
(short paper)[C]. The 15th International Conference on Android’s sensitive data leakage detection based on API
Financial Cryptography and Data Security, Gros Islet, St. monitoring[C]. The International Conference on Cyberspace
Lucia, 2011: 250-259. doi: 10.1007/978-3-642-27576-0 20. Technology, Beijing, China, 2014: 1-4. doi: 10.1049/cp.2014.

[38] LIMMANEEWICHID P and LILAKIATSAKUN W. P- 1340.

ARP: A novel enhanced authentication scheme for securing [47] PANETTA K. Gartner top 10 strategic technology for
ARP[C]. The 2011 International Conference on 2020[EB/OL)]. https://www.gartner.com, 2020.

Telecommunication Technology and Applications, [48] GRENT H, AKIMOV A, and ANICHE M. Automatically
Singapore, Singapore, 2011: 83-87. identifying parameter constraints in complex Web APIs: A

[39] ATAULLAH M and CHAUHAN N. ES-ARP: An efficient case study at Adyen[C]. The IEEE/ACM 43rd International
and secure address resolution protocol[C]. 2012 IEEE Conference on Software Engineering: Software Engineering
Students' Conference on Electrical, Electronics and in Practice, Madrid, ES, 2021: 71-80. doi: 10.1109/ICSE-
Computer Science, Bhopal, India, 2012: 1-5. doi: 10.1109/ SEIP52600.2021.00016.

SCEECS.2012.6184794. [49] KROMKOWSKI P, LI Shaoran, ZHAO Wenxi, et al.

[40] ARIYAPPERUMA S and MITCHELL C J. Security Evaluating statistical models for network traffic anomaly
vulnerabilities in DNS and DNSSEC[C]. The 2rd detection[C]. 2019 Systems and Information Engineering
International Conference on Availability, Reliability and Design Symposium, Charlottesville, USA, 2019: 1-6. doi: 10.
Security, Vienna, Austria, 2007: 335-342. doi: 10.1109/ 1109/SIEDS.2019.8735594.

ARES.2007.139. [50] BAYE G, HUSSAIN F, ORACEVIC A, et al. API security

[41] KINGTHORIN. OWASP SQL injection[EB/OL]. in large enterprises: Leveraging machine learning for
https://owasp.org/www-community/attacks/SQL anomaly detection[C]. 2021 International Symposium on
Injection#, 2021. Networks, Computers and Communications, Dubai, United

[42] ZHONG Weilin and REZOS. Code injection software Arab Emirates, 2021: 1-6. doi: 10.1109/ISNCC52172.2021.
attack[EB/OL]. https://owasp.org/www-community/ 9615638.
attacks/Code Injection, 2021. [51] SHI Yi, SAGDUYU Y E, DAVASLIOGLU K, et al. Active

[43] RAJARAM A K, BABU B C, and KUMAR R C K. API deep learning attacks under strict rate limitations for online
based security solutions for communication among web API calls[C]. 2018 IEEE International Symposium on
services[C]. The 15th International Conference on Advanced Technologies for Homeland Security, Woburn, USA, 2018:
Computing, Chennai, India, 2013: 571-575. doi: 10.1109/ 1-6. doi: 10.1109/THS.2018.8574124.

IC0AC.2013.6922014.

[44] YANG Dawei, GAO Yang, HE Wei, et al. Design and M E: 59, BIEdR, WHRTICARS TR, ZiME
achievement of security mechanism of API gateway TG e, WA, AT APIR A mAPIEGE S
platform based on microservice architecture[J]. Journal of Eae
Physics: Conference Series, 2021, 1738: 012046. doi: 10.1088/ TG K 5, miLAE, SRRTIRCA s APHERE . BURIZHESE
1742-6596/1738/1/012046. XUBKAR: 5, BUEEAR G, BRI M. BEECEOEE .

[45] ATLIDAKIS V, GODEFROID P, and POLISHCHUK M. WebZZ 4%

Checking security properties of cloud service REST APIs[C]. HFIR: B, #4%, IR ANRESE . hRE. R 24%.

The 13th International Conference on Software Testing,

Validation and Verification, Porto, Portugal, 2020: 387-397.

f

T &


https://doi.org/10.1007/978-3-642-27576-0_20
https://doi.org/10.1109/SCEECS.2012.6184794
https://doi.org/10.1109/SCEECS.2012.6184794
https://doi.org/10.1109/ARES.2007.139
https://doi.org/10.1109/ARES.2007.139
https://owasp.org/www-community/attacks/SQL_Injection#
https://owasp.org/www-community/attacks/SQL_Injection#
https://owasp.org/www-community/attacks/Code_Injection
https://owasp.org/www-community/attacks/Code_Injection
https://doi.org/10.1109/ICoAC.2013.6922014
https://doi.org/10.1109/ICoAC.2013.6922014
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1109/ICST46399.2020.00046
https://doi.org/10.1049/cp.2014.1340
https://doi.org/10.1049/cp.2014.1340
https://www.gartner.com
https://doi.org/10.1109/ICSE-SEIP52600.2021.00016
https://doi.org/10.1109/ICSE-SEIP52600.2021.00016
https://doi.org/10.1109/SIEDS.2019.8735594
https://doi.org/10.1109/SIEDS.2019.8735594
https://doi.org/10.1109/ISNCC52172.2021.9615638
https://doi.org/10.1109/ISNCC52172.2021.9615638
https://doi.org/10.1109/THS.2018.8574124
https://doi.org/10.1007/978-3-642-27576-0_20
https://doi.org/10.1109/SCEECS.2012.6184794
https://doi.org/10.1109/SCEECS.2012.6184794
https://doi.org/10.1109/ARES.2007.139
https://doi.org/10.1109/ARES.2007.139
https://owasp.org/www-community/attacks/SQL_Injection#
https://owasp.org/www-community/attacks/SQL_Injection#
https://owasp.org/www-community/attacks/Code_Injection
https://owasp.org/www-community/attacks/Code_Injection
https://doi.org/10.1109/ICoAC.2013.6922014
https://doi.org/10.1109/ICoAC.2013.6922014
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1109/ICST46399.2020.00046
https://doi.org/10.1049/cp.2014.1340
https://doi.org/10.1049/cp.2014.1340
https://www.gartner.com
https://doi.org/10.1109/ICSE-SEIP52600.2021.00016
https://doi.org/10.1109/ICSE-SEIP52600.2021.00016
https://doi.org/10.1109/SIEDS.2019.8735594
https://doi.org/10.1109/SIEDS.2019.8735594
https://doi.org/10.1109/ISNCC52172.2021.9615638
https://doi.org/10.1109/ISNCC52172.2021.9615638
https://doi.org/10.1109/THS.2018.8574124
https://doi.org/10.1007/978-3-642-27576-0_20
https://doi.org/10.1109/SCEECS.2012.6184794
https://doi.org/10.1109/SCEECS.2012.6184794
https://doi.org/10.1109/ARES.2007.139
https://doi.org/10.1109/ARES.2007.139
https://owasp.org/www-community/attacks/SQL_Injection#
https://owasp.org/www-community/attacks/SQL_Injection#
https://owasp.org/www-community/attacks/Code_Injection
https://owasp.org/www-community/attacks/Code_Injection
https://doi.org/10.1109/ICoAC.2013.6922014
https://doi.org/10.1109/ICoAC.2013.6922014
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1088/1742-6596/1738/1/012046
https://doi.org/10.1109/ICST46399.2020.00046
https://doi.org/10.1049/cp.2014.1340
https://doi.org/10.1049/cp.2014.1340
https://www.gartner.com
https://doi.org/10.1109/ICSE-SEIP52600.2021.00016
https://doi.org/10.1109/ICSE-SEIP52600.2021.00016
https://doi.org/10.1109/SIEDS.2019.8735594
https://doi.org/10.1109/SIEDS.2019.8735594
https://doi.org/10.1109/ISNCC52172.2021.9615638
https://doi.org/10.1109/ISNCC52172.2021.9615638
https://doi.org/10.1109/THS.2018.8574124

	1 引言
	2 云API演化历程及分类
	2.1 云API演化历程
	2.2 云API应用体系结构
	2.3 云API分类
	2.3.1 基于功能分类的云API
	2.3.2 基于应用范围分类的云API


	3 云API脆弱性及安全研究的重要性
	3.1 云API的脆弱性分析
	3.1.1 基于外界扰动的脆弱性分析
	3.1.2 基于云API自身的脆弱性分析

	3.2 云API安全重要性

	4 云API威胁与防护
	4.1 身份验证
	4.1.1 基于密码的云API身份验证
	4.1.2 基于密钥和令牌的云API身份验证
	4.1.3 基于多因素的联合云API身份验证

	4.2 云API DDoS攻击与防护
	4.2.1 云API DDoS攻击的表现形式
	4.2.2 基于流量限制的云API DDoS防护
	4.2.3 基于流量验证的云API DDoS防护

	4.3 重放攻击与防护
	4.3.1 基于“抗重放因子”的抗重放方案
	4.3.2 抗重放方案比较

	4.4 MITM攻击与防护
	4.4.1 MITM攻击的攻击方式
	4.4.2 MITM攻击的攻击类别
	4.4.3 MITM防护方案比较

	4.5 注入攻击与防护
	4.5.1 注入攻击的攻击类别
	4.5.2 注入攻击防护方案

	4.6 敏感信息泄露与防护
	4.6.1 基于数据加密的敏感信息防护
	4.6.2 基于数据筛选的敏感信息防护


	5 AI驱动云API安全
	6 结束语
	参考文献

