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Abstract: Semi-honest data collectors may cause privacy leaks during the collection and use of Sensitive
Attribute (SA) data. In view of the problem, real-time data leaders are added in the traditional model and a
privacy-protected data collection protocol based on the improved model is proposed. Without the assumption of
trusted third party, the protocol ensures that data collectors maximization data utility can only be established
on the basis of K-anonymized data. Data owners participates in the protocol flow in a distributed and
collaborative manner to achieve the transmission of SA after the Quasi-Identifier (QI) is anonymized. This
reduces the probability that the data collector uses the QI to associate SA values and weakens the risk of
privacy leakage caused by internal identity disclosure. It divides the coded value of the SA into two shares of a
random anchor point and a compensation distance through the tree coding structure and the members of the
equivalent class formed by K-anonymity elect two data leaders to aggregate and forward the two shares
respectively, which releases the association between unique network identification and SA values and prevents
leakage of privacy caused by external identification effectively. Formal rules are established that meet the
characteristics of the protocol and analyze the protocol to prove that the protocol meets privacy protection

requirements.
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