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Abstract: Attribute-Based Encryption (ABE) is often used in cloud storage to achieve fine-grained access control.
In order to further protect the sensitive information of access control policy and solve the key escrow caused by the
authority center generating the private key for users alone. In this paper, the attributes of access control policy are
remapped to achieve its privacy. Additionally, a two-party computing protocol in which the user generates partial
private key component is devised to solve the problem of key escrow. At last, the security of this scheme is proved
in the standard model, and the performance analysis and experiment validation are conducted, which show that
although some additional computation overhead is added for achieving the privacy of access control policy and
solving the problem of key escrow, the receiver in proposed scheme has smaller computation overhead compared
with the existing related schemes because most of the decryption is delegated to the storage center to carry out.
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