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Abstract: To analyze the immunity of ZUC stream cipher in aspect of correlation power analysis attack, some
relevant researches are conducted. In order to improve the pertinence of attack, a rapid assessment method of the
attack scheme is presented, and accordingly a correlation power analysis scheme of ZUC is proposed. Finally, based
on the simulation platform raised by ASIC development environment, the attack scheme is validated. Experiment
results turn out that the scheme can successfully attack 48-bit key, confirming that ZUC is unable to resist the
correlation power analysis attack, and the proposed assessment method of attack scheme takes effect. Compared
with Tang Ming’s experimental, which conducted differential power analysis of ZUC with random initial vectors

and observing distinct differential power peak with 5000 initial vectors, the proposed attack scheme only uses 256
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initial vectors, and gets better results.

Key words: Cryptography; Stream cipher; ZUC; Power analysis attack; Assessment

1 355

ZUC Jy 58 5105 y rp R B £ i A OR
POREE LR, ORI 3GPP LTE #
IV AE B ARHEAL O S o R EE A R AT AR B
Tz R, T G e AT T KR
WF5E. 2012 45, SCHR(UA ZUC T T 2450k,
SCHRR[2)% ZUC WA By 22 A PE AT 1 204, 3
BR[3)A ZUC BT 1 IR My, 2013 4, SCHR[4]%
ZUC BHAT T SAT 3 #r8eli, SCHR[5]%T ZUC #EAT T

2014-12-15 W, 2015-04-14 0], 2015-06-09 P L4456 HFR
K [ ARRFA L4 (61404175, 61302107) %8 Bhif
SEGEES: MER yes3317@126.com

P 5E (guess and determine) Bty o iR B4 A
B e T, H AT AR A I S 1 22 4
i, 8] ZUC {EARTAE o By ek Iy i BAT AR 4 1
et

TEY) B2 AR T T, SCHR[6] 0 ZUC HEAT T 2241
fie i 70T (Differential Power Analysis, DPA)Jil;,
SCRR[T) B XA & R SEBLY ZUC BE#HAT T
WA TE S B, ok Moy & T M4 8 Bk (Side
Channel Attack, SCA)Julk. flfEE LR T2 X
PRE, FEERIN TR givkr s MRS FIT
L2 AR DG AR A R, PRI 0 ZUC i E 2
A BB T BUH AR 2



1972 BT 516G 8 %R

37T %

R H 70 At Boas AR O A7 T Bt (R 2203 302
—, SRR, JofE LT R A
(Simple Power Analysis, SPA). DPA Jgifi FHAH G
fie 873 #1(Correlation Power Analysis, CPA )B4
Beti iR, )2 N H T 53 20 8 R R BB R )
B, 0 2P L AT T AR BEE Y L R
AT B 2O 2 A AR A RS SRR A )
3BT TE, ARG 20 % 00 R A DA S8 ET AN K i
HULE, R T T ZUC JR A B SEAE AR GV A &
oy M B Oy T R e e e ), AR SCREAT T ARSRIEST .
h TP m B R, ESRR T BT = R
BV TS, JFEE TG T ZUC RIAHSCPERE R 7>
W8t 77 5, d i 3T F 4 BB % (A pplication
Specific Integrated Circuit, ASIC)FFA& T HAJH 1)
PIECIREE, X BGET7 AT TR, 433 7 EARK)
SUGTETE
> FEPIERE AR A EAH

RE B M Mok 2 T AN R BT A
Beiki kUBREIT 7 AR I DIAE Py 50 1 b F A D AR He
SRR T ARSI A K B e 2 B R R 8 B B R
MR AR SE T IX BB, ARSI, HIEK
RBGERTVERS A T A B A AR TR AN AT .

e 5B M S K DU RE 73 5 73 AL R R DAL,
WK 1 Fron, Peo s Byo M Py 73 3R 78S %
KEY A%, 5 & IV A CRIE N 5 KEY Al
IV A5 R I DhFES) & (AN FE LT fIhHE By ), MAhE
BLFGREN LI 5 73 P MUMEE 73 & Py o T AR 2
Iy L Sk b s AT ] TR B k4% (S-P Y
26 M1, WL (0 S0) 7RIS B I R b 7 40 R TR LAY
0, AL BT R DRE S HAB D FE R 43 2 TA] (R AH G
PERCSS o T P AR I R S AR R 5, AR 2
M Mis s, mBhL, Rel%E, 3 Py . Pvo 5 B
PAIEERER R TIHIUR P c

SCHR[15]45 Hh, Brats RiTh A6 H e DIFE A7) 2 [
AFAEAH R 72 3 80T 91 %5 i fie 1 3 A Bk U HE Y
BEPADA,  [R] INE4 th T a 0k Ry S W46 k) R DL 3 A
B GS DIFEAH S E I Mt S . A SCRESE T aX— M
ML, IREs G0 2 R e 2 B A kAT fe s o A B

IVIFES

,,,,,,,,,,,,,,,,
,,,,,,,,,,,,,,,,,,,,,,,,,,,,

K1 P8 E S SIE DR (ILTHR AL BE)

25, AR ) S )
WS«

R SR ECR flhp,ivp), kp RN JRFEBEEH,
ivp 7N JR) AT 46 ] 1

(V)TEfRR Py 5 P BIARCHE DT T, AF S Py
ARG ) 12 LU AL IR FRTE E , WAL By THE s

() TEMRR Pyo 5 B ARG T T, SIS dup,
HAMOAIIG 1) LR, A S RT4R 7] AT ORI ThFE
AN, AL Py PREFIEE 5

(3)TEAEY P N0 S (AR SSHE T, ml s 3™
JE BT R R v BTECREIE, 5 INHT TS H1 46
) £ LU R S

TR A SR I e o i By, Bod sS4
In) 5 (1R U B 7 A% O W 2 TR T AR T
B, AR S R BN L AR SR I By s R 4R 1]
HIEMUTE, WA TR AR HEAT SR 1) 5K
B, MRS RAR M BGE AS, T X — )
O, AN SO I 5 S PR AL 2
3 WHARREITEFZE

75\ RS H M D RE R T By, Pe 5 P A
My, MG RS KEY ErEE, Bk
kil P MM TlEER, 5 B AHEMSL, W)
FER A X Py , Pyvo PR P Z MAEAEAR CHE,
FCAb (R DRE S A R D REVT L 45 o PR Xt
IINFE S SR M REM UL AL SE T FS5F B 5 P +
Py + Pro WIUEHS,  #nT LA DhREAE X B AN
Pr + Py + Bryo MATERL, 43 HO Y (1) B U4
IFE Py AR IR IIRE Py, JFARE Py 5 P IR
DCFCAR 0 Boks 5 R T T00A], DLE AR SE 50 56
LR

By + By + Byo RET T 5 M & A K
(I DIHE 7o, 5 I DIREA R BRI BN g(ks, v)
kg RSy RE, X Py + Py + Bro MR 28 i
IIFERLANE R B g(kg, iv) (1% H LS A BT FE Py -
Bti iR flhp,ivy) R H 5 Bk 5 R
gk, iv) PR i kg FEARTERARR, 2k T
AT REEUE AR AL 5 T kg MBS R], Bl &y C kg o 10
Py + Py + Bo SR, H8 1RVIE JT) kg EUE S
], AHSERRRAE v SR AT R AR K, ANRIF N 5
Jit,  ASSCHE N R T

0 B A5 PR A 1R B A O R R 1A 2 TR
(o BRI 3 I R ) A Ky, K = {k,ky, s
fic} o AERT B s DR REAT SEARLIN K At 0 25
Blk (1<i <K )RR ] i iv; (1< 5 < D )RIKAR
Nt s R f (k. ivp) VHEAS BN K x D

ISEET Y INY



%5 84

FEMALEE: ZUC 35S RS IR B TV AL BE & 40 i W 1973

IR RERE, LR e 20 DR AN O K x D I
G BB TH R B, O H L W) H, —
power _model(f(k;,iv;)), 1<i<K, 1<j<D.

TEX By + Pypy + Pyo AT, A% &
kg 705 W 4R R 8] K P AT IO, B kg €
Koo ¥hg=k (1<i<K)RBIAR & v, (1< 5
< DMK IRARN gk, iv) VHEHAF BB K x D [
[ RERE, LR 20 DhFERT R R O K x D 5.
LAY, LU, WU, =
power _model(g(k;,iv;)), 1<i<K, 1<j<Do

1T kg BOA 5 4 Py L BUE R ), # Bk T
HFAAR DRI BRI B & I T RETG oL, (H
He T2 RN BT AT VAR A R R
TOVEDRUEFAS ST L R PPAl D7V T 126 e PR B0k O 56
—EAR EW LR, iR P ER
Wi S i s ORI, BRI 7 2206 A2 VPAG 2EK
SR PR BT BRI S Y s B4 Ao 53— 5T, R
RENS IH L L HURF % AT AR T &, A Py AT Py PREF
P (U530 5 7 — 749 4 280 A 400 46 1) 32 XS AT
—H), WEIEBARBIIFE T KA N P, = By +
Poe> HH P, HER XMGET, LIAKTH
VAR DRI B o T T RIS O, bR
DUARAT o

BT LR DR, 3l o M Bt B DR
Py 5 SRR By HIVL RS D0, X Bt 5 =i AT
Pl M H 1847 5 U RRATIOHEC RS 153
MRAEHEC, W
C,; = corrcoeff(H,,U,.), 1<4,j <K (1)

X H L RORHE H PER AT 9EFE C TR A2
PURRFIEIN, AT ) 5 Bt 77 58906 A2 S0 e = 4
DRLG A U

FHIE 1: VE € [LK], A HAUA C,=max(C,.)

FHE2: Vkje[LK]HE=j, C,; <<C,, .

B (1) HAN 20 00 5 55 S Br % B AH — 30
I, Brh RO AE 5 SR AL, D RE L Rk
ARG (2) 4050205 5 SEbr 3 A — BT, I
i KB D FE 5 S AR B D FE A AH SG Mt /N T
i W L A PR R
4 ZUC WIgeE o thiE

ZUCHOE —Fhii] 7] - (word-oriented ) [1) )7 51 %
T AR, BEPTRIIAA I A Y O 128 bit, FEEH
16 > 31 bit A7 58 (1) )Wt FE A 25 7% (Feedback Shift
Register, FSR)+ [UA4F 4 (Bit-Reorganization, BR)
FAELPE R BT 3 38410, 76 % EH U AR B B
AN B AT 1A 32 bit 388 T (key-word) o

4.1 WE S REE

ZUC HEh ARk B F P S-Ly(z) M
S- Ly (z) M 58 IR 4G AT 0, H 5P 8
ot Sk B A D, RN, R N Bt R
BOEASAE, W AT Bt . il X710 A XY
a3 X R X, R R R RS E, R R R 4y
B A BT A7 S Ry RN Ry 23 %% ¢ 56 J5 IRPIRASAE, SO (m 2 n)
Rt B 5 A AR AR AL ST i T AEEE ST EIER m
259 n WRRSE (A im A5 0 b)), W
0<t<4lf, &

X =595 0)[ 530 :15)
= dyy oy (72 0) [[ vy [ Koy [ do (14:7)  (2)
x{" =8015:0)]] S9(30:15)
=7y, (T:0) || dvyyy || sy || d5yy (142 7) (3)
it I/I/l(t) — Rl(t) + Xl(‘) mod 232 ,VVQ(t) — Ry) ® Xét) ’
Wi =" (31:16) , W' =W (15 0) , Wyl =W;"(31
:16), Wi =wiV(15:0) , WICE s BT R IR N
JO =S LW IWE) L (0< ¢ <4); [0 =S Ly(wy
W), (0<t<4).

W% t=08F HTR" =R" =0, 4w
— X0, WO = x0, #

9 =51 0 o) =1, (2 )

=S-Ly(k || dy(14:7) [ dr(7: 0) [[iw;)  (4)

B b, BLA OB e, R 7 7
TR R v, , T AR S 9 A Ky o [FIPE,

R =81 (W) W) = 8- L, (640X

=S Ly(ks || ds(14:7) || d;y(7: 0) [[ dvy;)  (5)

g b, BLg e Rl ek G e 11 7
TRIAE ) vy, FTRARIZ S b I ks .

@ M1<t<3B 0T RO = £V, RY -
AV, MR IR S, RS R R [
K CFAME, WIRL f et R ek En

VVI(I{) = (k9+t ||d9+t(14 : 7)) + RI(Q mod 2'° (6)
WQ(I[i) = (d7+z (7:0) "ivuz) @ Rz(g (7)

WA s R K Y T B Ky, FIVTER ]
B o, M, BRI [, I
M, RIS 7 ko

[FIEE, LA g, A Bt sl ek En

VVZ(I? = <k5+t ds (14 7)) & RQ(Q (8)
W) = (duﬂ (7 0) vy, ) + RY + carrymod 2'° (9)
X9, carry Ll H W (WX 6) = A A,
HIT ko 56T ko, SRR HISK, DIBLAESS ¢ 56 LA £,




1974 BT 516G 8 %R

37T %

ki SR, carry 2 VAR o BOBCT s BB B £ AT
B B ks, FVBTAR o) 5771 dwy,, ME—HE, PR
UER b, R EG R) A, AT DA

HHT52 f PR 2% IR IE I R, 782 S B B
1<t <3MsReBat, ®—RMNIELL f Bt s
PR, LA £, BT ReR L, AR B Ky, R
Fsyi o

(3)Mt>30 Mt =3, LLf NP AR AL
J i B0 4 Tha) S AR 2o 928 T 4 1) Y
(iv, )7, Rl v AR MIAEL = 0 I, vy, B2
IR FA788 S, , SN FSR Mk, Ktk FSR
() S IHAE (B 27 A7 4 Sy PR BEBTME) 52 dvy, 152
Wiy, JE T 5200 FSR A AH G & A7 2 R DI o BT vy X
Sy BB R T — LR MIa 5, F A A L og
AT % HH 7 A PR DRG0 (SR [13] R 2 Ay P e e
F) o AR AEANTY BRI 75 15 0 B 1EAT T Bt sk
5, AR EP S IR PR S R I X 2 BEAR N,
B R IEA M, HOZB B A Tihig, A0
i 0 <t < 3FrB T B T &
4.2 #4518 & BIIEE

T SO B R SR AR D) RE By A AR
WIIKE Py AT, RAIDOYIER 2R A, SRRk
DIFELUITAT a7 A7 S B A D0k i B, Bt ;5T
FEI G DL TGt pi eR 8T O 1) 2 A7 i R A 1 0k
T IEHE (SR PR 73 Afr 2 WOCHR([17]) o RESF ¢ 48 1) R il
HBATBEE I, AHRDIREAESE ¢ + LR, DItk
ot BB I AR D RE ] R A

P[(Jt) — HD (S(L+1)7S(1,)> +HD (Rl(t+1)7Rl(t))

47}HD(}éH4%}§w) (10)
LS, Ron 5 Bl mi ek B0 R a5 A7 kA, )

AR B ¢ RN My I AE T R
Ry =HD (s}, 5)") (11)

TR, mT A4S, (0<i<15)h%
HEE,, MEEd,, (0<t<2)2&EEHE, FIkss
1725 LIRM G LR ThFE A H 2, RIS Nk
ARG A T AR AL, ) ZUC S G 5066
) FE AT R W A A7 2 I DhRE v Re R AEAR ), Ads 25 47
R, Ry IS, TSR A DG LURRA

()Mt =08 DL ASGE AR, H(4)
A1, Bl R A B T Ky FIRIAR 1) 75 v,
i, UG S REA T o, A0S, YU
) 5t LA I O 0. BTAR 0 371 dw, AR
Bl RSN HEAR D RE = AR 52, oA T ot i 1)

T AEWIR I R G INEANERAL, ] v, B
A v, M1 v, PR IR AORFFIEE , WA 17
LA S

{x|m€F28}, i=7

i = s, i=q (12)
0, i = b

Forb, v, AR EEHUAT AL LT 460 (a) ANRERL T

FSR BB R AL E s (b) AN AES 5 Mo mi ki AL

FEL IS, fEZTTRTY, KAl S MR

TREERE E, DR ChAE B A S %5474 B A R,

[ITHFERT S, T 25474 R, (MIZhFEN

Ry =HD(RY,R{") = HD(£",0) = HW (£")
=HW(S- Ly (k; [| ds (14 : 7)[[dyy (7 : O)fdvyy))

= HW(S- Ly (ks || d5 (14 : 7)[[ dy (7 : 0)]|0200)) (13)
R (13)h, BT BTN b ek oy e,
LR AERE Ry M THREA S T3 i, WGt iiohde Y
105 2547 8% Ry IO IHFER K
R =HD(R", R") = HD(£",0) = HW £

=HW(S-Ly(ky [| dy(14: 7) [| d;(7 - 0) || iy )) (14)

AL LA B IR By, » WA
WIAE N

F" = B’ + Py (15)

5 Tk JSIFRE P A SR I B AR G S ey R4
B 1) S A S o, 38 375 A BB R, 43 2120 R
L DIFERERE H A SR B DI RERE I U, %
VAT SR AR R C . R 1A 0
FELL f BT RN R C .

ATLAER], 207 5N 2 HACE R P 5L by
BPI BN, Bk R AR DR B A B KA G
Pk, S PP 7 2 AR

HAhtty, LL g Bk R e BN, B ek B
H1 85 B 79 e AR ) 5749 oy, T E , DR AT 46 1)
SEREAR P oy, N AR, PRSI LA LR
w,, WA R I E N 0, TTEN

[zlzeR}, i=11

ivgo) = jivL, 1=q (16)
0, i = HAl

Wi S UkE PO AL T A7 R, MIWREAT G,
R = HD(R{", B") = HD(£",0) = HW (£")

= HW(S- Ly (ks || d5(14 : 7) || &1 (7 : O)][dvy,)) (17)

A, oA RBOERE C . DA T S
ATV, SRR R 2T, IR IRA 4y
RS .



B8 FEMALEE: ZUC 35S RS IR B TV AL BE & 40 i W 1975

Fz1 FoRUUSAWE SR HS UMEXRHIER C

o) k(U)
0 1 2 3 252 253 254 255

0 1.00 0.09 0.02 0.08 -0.02 -0.12 -0.01 0.03

1 0.09 1.00 0.04 0.07 -0.01 0.02 0.04 -0.10

2 0.02 0.04 1.00 -0.05 -0.01 -0.01 -0.01 -0.04

3 0.08 0.07 -0.05 1.00 -0.02 0.01 0.04 0.01
252 -0.02 -0.01 -0.01 -0.02 1.00 -0.08 -0.08 —-0.06
253 -0.12 0.02 -0.01 0.01 -0.08 1.00 0.08 0.03
254 -0.01 0.04 -0.01 0.04 -0.08 0.08 1.00 0.09
255 0.03 -0.10 -0.04 0.01 -0.06 0.03 0.09 1.00

(2)M 1<t <3 W AR AT Ik BT R R A
BT, (ERHT S ¢ e By, TRl —1450 0
SN AH B ok, I ZF A48 R R R, RS
{EE ELANI, (HOR TR 0, ILETHE Wiy I
AEAEAIC 16 bit [ mAL A oL, WaR(9), HIXIF
A B R =R, RIS AT R

CL £ A Bt e, R N Ky,
HI4E i) i A AR O vy MO AN v, 0 W
Gl LA 4 00 ZOds ke BY AL 517 4%
R MR, MIIFEA K, Hrh & AF4s R, ThFEN

Pl = HD( R, Rﬁm) _ HW( e R;”)

= HW(s-L, (W i Jo RY) (18)

Heprwy) Fiwy) it ik XX (8) Ik (9), 7E—H I
i, Rsiis s Rﬁ{), nggﬂ] d; ¥R, ik
FEWY) P A AT carry 5 ky A OC, MHIFASZANT
W46 1) BN, BTG I8 AR SE b D FERL R
i S A ok I B LA SU ThFE R L R
H1T kg, AR, HIEE MBI 17 R 24T 4
AN, carry &1, PILAF A7 A8 R, FIDIAEH
FEE . i R DIRE A S R BT B R
W, PRIE BT RUURE P 38RA 5 3 A2 3% Ry I ThE
EEP

Ry = HD(R',BY) = HW( @ RY)

= HW(S- L, (W [| Wyit) & Ry) (19)

Herp ) Fnwl) it ik R (6) A1 (7), ) WLt
MOUIRE BB T kg, FIWIUR ) 5575 o, ME— 1
S, Bl kS t = 0 M55 .

LA g, Bk sl ek B, A B s I ks
B4 16 5 A TR O vy, ML AN v, 0 B
TR IR 4 42 K 00 Briti UIhKE BY ALY A5 A7
R FI R, (IIFEH R, 474 Ry DFERIEA I
(19), e, vy, 7R1(£) 7R‘£Q A d; B30 0 Ky £E
[F]— % Bt b O AL, # R, IThAE A H R, IR

i SUIDHE B LS 3 A2 5% R, MIIRER G, Hkik
WA(18), HT ke, ATOHIE, W carry A CHIE,
Wik s DR F B 1 ke, RIBITAR ) 57715 vy, PEE
e, BuhJriESt =0 N SE e

L LRTR, fEt =01 <t <3, ¥Hn Rk
W7 SRR, Mg g — RSB, [F
AR BT AN 7 v, B HCEDSR 8 HY g U .

(a) LA £, Bt md eR B R4 4 ) FE R 6

{x|x€F28}, 1=T+t

" = {ivrs, i=1+1 (20)
0, i = HAth

(b) LA f, by Bt o bR S (R 1) R U %6
{zlzeB}, i=11+1t

W = Livir, i=1+41 (21)
0, i = HAtb

7 5, WTDASKE 6 (xBty, RRRIKER
LAY, it 48 bit %4
4.3 WHAFREIE

AICHET ASIC JFRM BTG 15
SMIC 65 nm 1.2 F, {i[] Design Compiler I IC
Compiler T.HX} ZUC #%kK HDL(Hardware
Description Language) XIS T4 A RiAn £
P ESHUE R AT VOS X Ar 5 2S8R 11
ZUC MRBATOIR, 19204005 A @4 TR 5 5
f¥) VCD 3cft, &afii HDiAE7#r T A PrimeTime
PX % VCD SCAFEAT 04T, 19 BI50E S 7 InzdA ]
WG 1) FEEFEASIN (R AR DI AR, 07 SCER R B LLZ DA%
PR B SEBR D FE SR - seierh, WoE BN k=
025 a5 b5 chdb e fab ab a a8 a9 aaabacadae, 14 M HT L HE
W BEE TR, S T 6 kBt BRTR R,
AR T HT 4 IRIBGESIR, Wk 2 AE 3
TNo I RERHICASE N EH (ke )%, A1 IFGR, B



1976 BT 516G 8 %R

37 4%

1.0

I -X:l('iﬂ

Y:0.9947

LIPS

0 50 100 150 200 250
PEITS
() Byt it AL R 2 6

1.0

" X906
Y:0.8336

LIPS

2 30 s R

1.0

0 50 100 150 200 250
T
() LAy ek Ot 5

0 50 100 150 200 250
S TS
(b) BAfo g Bt ril I () Bt 4 24
1.0
= X:166
Y:0.7109
0.5
]
®
g
%
0

0 50 100 150 200 250
MR
(b) B et A4 0 Bl 6 5

3 55 1 BB R

S TAT 0200 X N REEIARKR 1, 0aff XA 256, ZhH
FoN Bt i 2 Bk st PyRe L S SR D RE 2 (] R AR
KA

() 0 %8(t =0 M) MEHEER 5 0 UL f
Bt s, AR Bt ST ky = k(55 : 48], Rl
0za8, THEHIF RN 168. LA f, Tk SNy, F53
BTN by = K[87:80], Bl 025£(95,0). HIK 2
AL, LA B s, S5 EH S 169 1 AR
K RBOL B B AN 0.9947, LU f, At AR, A5
AP 5h 96 I, AHOC REUA 25 R H 0.8336, &
HH ok 5 SR I A

(2)% 1 % (¢t =10HMBEEE R % 1 ek
I A% B BP0 A Ky = K[4T < 40 Bl kg =
k[79:72] » Bl 02a9(169,,) F1 02a5(165,,) . A1 3 AT I,
DL f B i, S5 S o 170 IEASE R 5
IEB I RAE 0.7272, UL £ A X A, I
5h 166 I, A REUE RO 0.7109, FIHK
A R IEM

SCHR[6] 187 FH A 90 UF BRI 5 AR SCIARRL, LR
BEALRI AR 7 EAEAS, FEAZOES] 5000 I A4 GEML %25
W22 ThFERIE . 52 ML, AT T %
Wi 256 MG E, HEHWCRE N EE. Bk
SEIGUIESE T T4 H IR Be 7 s AL T VR A
Bk, IR ZUC FEAH & A G R 2= 2 HT K
RRIL RSP

5 Z5RiE

AT ZUC AEA S e 5 73 A 20k T 1 e
BERETTHEAT TWESL, R T — P RN B U5 %
SV [ AR R AR, H 210 G 1) RE 20 B B
A EE 73 2 0 S IR A o O T e e R
PEH TP 2 B e o B Bl SR RV A
W, PEILZT T ZUC AR RE R AT L T
FFHEAT TIRAE, 4R W] ZUC JFAH R ARSI
ST B I S e e D, TR AR S T Bk Uy S
P IE A R AN T R B 5 %6, AT
JI R 1R 5 S G 1B S R A O BT Bt
e 5 FAR D RE I8 7> Z TRAFAEA P . A SR
Y15 TR A I 45 R DX 03 PEAR LA K P o 40 4 1)
FEA B RS 1)

ARZAAET T 2 005 8 I s A
FET AT A BUD I SR BRAERS,  H AR B 77k L RE
BATHY 3 et 6 IRHGh, UK 48 bit P, JRLE
A48 5 K 3 M R AT A K 55 3 M XY AR SR

Z3

j‘bo
& £ x #
[1]  Wu H J, Huang T, Phuong H N, et al.. Differential attacks

against stream cipher ZUC[C]. Proceedings of the 18th

International Conference on the Theory and Application of



%5 84

FEIEAS: ZUC A SR B B TV A St e AT et

1977

2]

3]

(4]

[5]

(6]

[7]

(8]

(9]

(10]

(11]

Cryptology and Information Security, Beijing, China, 2012:
262-277.

Zhou C F, Feng X T, and Lin D D. The initialization stage
of ZUC v1.5[C]. of the 10th
International Conference, Sanya, China, 2011: 40-53.

analysis Proceedings
Gautham S. The stream cipher core of the 3GPP encryption
standard 128-EEA3: timing attacks and countermeasures|C].
Proceedings of the 7th International Conference, Beijing,
China, 2011: 269-288.

L afitte F, M arkowitch O, and Vav Heule D. SAT based
analysis of LTE stream cipher ZUC|C]. Proceedings of the
6th International Conference on Security of Information and
Networks, Aksavay, Turkey, 2013: 110-116.

KA, TH, XUMYL. SNOW 3G 15 ZUC i 25 4 1Al v s I
H[J). AR, 2013, 24(6): 1324-1333.

Guan Jie, Ding Ling, and Liu Shu-kai. Guess and determine
attack on SNOW 3G and ZUC[J]. Journal of Software, 2013,
24(6): 1324-1333.

Tang M, Cheng P P, and Qiu Z L. Differential power analysis
on ZUC algorithm [OL]. IACR ePrint. http://eprint.iacr.org/
2012/299.pdf. 2013-12-01.

FEW, w8, ARG, A AR ZUC HIAK M E A
BB ], R KR (FE2AR), 2014, 49(9): 29-34.

Tang Ming, Gao Jian, Sun Le-hao, et al.. Side channel attacks
in frequency domain for ZUC algorithm in embedded
platform[J]. Journal of Shandong University( Natural Science),
2014, 49(9): 29-34.

Reddy E K. Overview of the side channel attacks[J].
Advanced  Networking and  Applications, 2013, 4(6):
1799-1808.

Paul K, Joshua J, Benjamin J, et al. Introduction to
differential power analysis[J]. Journal of Cryptography
Engineering, 2011, 1(1): 5-27.

MR, KERZE, SRE. B2 IFE o A BUdi B R B 5[]
M7 545 B2k, 2012, 34(11): 2774-2784.

Wang Peng-jun, Zhang Yue-jun, and Zhang Xue-long.
Research of differential power analysis countermeasures|J].
Journal of Electronics & Information Technology, 2012,
34(11): 2774-2784.

BGR, BT, DOHEHE. —FPRBTAR B IR 2 S R A
FAEART]. VU TR R E I (A ARBEIR), 2013, 40(3):
172-179.

Zhao Yong-bin, Hu Yu-pu, and Jia Yan-yan. New design of
LFSR based stream ciphers to resist power attack[J]. Journal
of Xidian University (Natural Science), 2013, 40(3): 172-179.

(12]

(13]

[14]

(15]

[16]

(17]

18]

P

Kumar S, Lemke K, and Paar C. Some thoughts about
implementation properties of stream ciphers[C]. Proceedings
of State of the Art of Stream Ciphers Workshop, Brugge,
Belgium, 2004: 311-319.

Stefan M, Elisabeth O, and Thomas P 3. H&[H, JHAK,
Xgkolk, SFRE. e MR [M]. bR BRA i RAE, 2010:
45-46.

SR, VRS, SRR, 2 EIGEM). bt mEEE W
fitt, 2009: 149-150.

Jin Chen-hui, Zheng Hao-ran, Zhang Shao-wu, et al..
Cryptography[M]. Beijing: Higher Education Press, 2009:
149-150.

W B, THUE, ™. Grain-128 [0 % M K PEILG
A G RE R B (D). VHEANLN L, 2014, 34(5): 1318-1321.
Yang Chang-sheng, Yu Jing-chao, and Yan Yin-jian. Chosen
initial vector correlation power attack on synchronous stream
cipher Grain-128[J]. Journal of Computer Applications, 2014,
34(5): 1318-1321.

Specification of the 3GPP confidentiality and integrity
algorithms 128-EEA3 & 128-EIA3. document 2: ZUC
specification version: 1.5[OL]. ETSI/SAGE Specification.
http://www.gsma.com/technicalprojects/wp-content /upload
$/2012/04/eealdeiadzucv16.pdf. 2011-01-04.

XEEZ, Eihe, BRI, . —Ribiiem o k= A S A
MWARG(T]. WA, 2014, 1(5): 411-421.

Liu Ze-yi, Gao Neng, Tu Chen-yang, et al.. A compound
register system against power analysis attack[J]. Journal of
Cryptologic Research, 2014, 1(5): 411-421.

MexTE, BB, ThE, 55 BT UER SMS4 B {55
BRBEHEAT[T). AL, 2013, 36(6): 1183-1193.

Liu Hui-yin, Zhao Xin-jie, Wang Tao, et al.. Research on
hamming weight-based algebraic side-channel attacks on
SMS4[J]. Chinese Journal of Computers, 2013, 36(6):
1183-1193.

5, 19734, W, H%, W7 R T
EE BT .

Ree B3, 1990 FEAE, BRLARE, WEIUS 1) A R 0 £ 1 B

AP

e U, 1983 4R, IR, PHIW, BSOS e E

Jr et
Y5, 1979 4FE, MLE, YR, WFSETT I %4 SoC B
i AR R G L.



