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Abstract: To ensure the security of MIMO heterogeneous networks while facing the active multi-antenna
eavesdropping, a robust secure transmission scheme based on artificial noise is proposed. Firstly, considering
that the eavesdropper sends uplink pilot interference signal, the influence of uplink pilot interference on the
channel estimation of legitimate users is studied. Then, based on the channel estimation results, the precoding
matrix of downlink data and noise signals of macro base station and micro base station are designed,
respectively. The expression of system security rate in this case is derived; After that, for maximizing the
system security rate, the transmission power of downlink data and noise signal of base station are optimized,
and a solution method based on one-dimensional linear search is proposed. Furthermore, considering the
situation that the eavesdropper sends the uplink pilot interference and then sends the noise to interfere with the
downlink communication of the legitimate user, a discrete zero-sum game method is proposed to obtain the
optimal transmission power design. The simulation results verify the security and robustness of the proposed
scheme.
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HRT, b 50k i) I 24 (R ) 382 22 4Bt 9T TR AE
Wk AT, HBUR B BT E,
# EEve R B 5 53 Wr 77 R BURL B 45 B IS %,
TR [A] 00 J T N T WG 75 4l 1 10 e ) D) 2% 1 A 3L /2 2
RHATHETT, R H— MR T 22T RN S0
FAelth, STHR[5,6] 70 i I H 2 s EAE . XX
T R B T VE SR R A X 48 1 e A PR RRIEAT TR
e 5 ICHR[4-6]RVE T W (1) N ATEAE 2 AR,
SCHR[T)RE S A X 28 1 AT 22 4 R REREATIE I . W LA
TR, IR SR [4-7] 388 b T 00 S 46 10X 26 1 ) 2
R @A ERE T, HH OC BUR AT AR R I 2% S KAk
MBS AITE T FT Ik, SCHER[8-10]
BE— A Wt R S LE B R 5
AR RNBAT T . BARME, SCHR(S,9)
SR FH 268 iy B) P4 4 B2 SR, 43 0l %o % R vl (Mlacro
Base Station, MBS). &l (Femto Base Station,
FBS) A 1 PMEB R IEH AR RIT T 5. eI A
fih b, SCHR[10] 256 %5 R824 A5 5 4 0 08 5 1 it
Gy PR B PR AR SO DA KA R G
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BT 0T 57 46 X 4% R ) B0 2 22 At T M9 S AE Eve
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tiple Out, MIMO) S H /4%, W& R AT 2 R4k
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5T TS B, BIEve ) H B4y ki
R K% FAT MG S, #—BAEMBSH
MUK 3% AT B4 (103 F rb 380 4% 10 Th 36k ik g s
SETHMHTNTEGESRE, HEver] LI AT S0
5N T TG 5 RS T, Rk
MBS, FBS Kk Evelt) K% H 7 58 Nu, N, Ng,
HHEH P (MU, FU)BRZ&EH NNy, Ny >
Ny>2, Np>Ny2>2 Ng>Ny2>2; MBS, FBS,
MU, FUMEve i &% I Z 53 5 8 Pu, Pr, Puu,
Pru M1Pg
2.1 EHiTEEMIT

TEAEEAM L REF, BEve AR AMBS K
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Hrf, Py, ProMlPey 73 HI9MU, FUNEve i E
ITSEHE SR, HEveXREUE 1R 35 W )7
XA, Pop=Pe, WP < Pe; vBuoum, vBrou
VB 4 HINMU, FU, Eve MBS HI KR ¥ 3% &
o, Bl VBuom = k(dvum/do) ™ Brum =
k(dpun/do)™, v/Bem = k(den/do) ™, e Hdyon,
drum, dev NdoZr HIAMU, FU, Eve £ MBS 2 [8] #)
JEE M 2 F R, oMk N B AR AR R 2L
Hyuyy € CNMXNu Hpgy € CN XNy Hgy € CNvxNu
I WFRMU, FU, EveMIMBS 2 18] () _EA47 /R B
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Hr, VBrur, VBuur, VBer 4 W AMU, FU,
EveEFBSH KR JF TV R ¥; Hpup € CNN
Hyyp € CVoXNv - Hyp € CNvXNu 43y 5l R SR F U
MU, EveZ FBS X 0] (] /)N JJE B 3% 95 56 [
npps € CNV LR FBS AL 0t 52w W 13 M 75 4 B
nyps ~ CN (0, 08g4) o
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BIHEMNAE THE TR, HAMAZ MR AT
%72 (Minimum Mean Square Error, MMSE) i
AT ETEAG T, WIMBS5MU 2 [8 145 18 Hyom [
TR A
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(2) FAFEBHUG A EvesKHU LR 135107
IR, WIMU, EveltyHalit (5 5l 4 Sl RN

ymu = v BavuHanvven + v/ BevuHemuTr + nvu
9)

Yeve = V BueHyveZM + / SreHrETE + NEve (10)
Hoo, B = Buom , Bemu = Buur , Bre = Ber ;
xy € CVXL g € CNeX L4 i g MBS, FBS K 1% )
THAE S nuy e CNXLng, e CVex 3 il oKy
MU, Evek B9 hnth m B & W A 5 B,
nyu ~ CN(Oa U]%IU) MEve ™~ CN(Oa Uéve) °

MEve R BUEE 2R £ 351 W 7 AR, WIMUM R
ITHWE 5T RR N
ymu =V SvvuHyviviues + v/ Beviu Hemu e
+ v/ BemuHevuxe + navu (11)
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EveKIEM T AE FHES .
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3.1.1 BN TITRIEFmISERERYIZIT
fEEveildt T FAT ST BEHE B IE T, Bk
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. T, . T
IK$|:<H1\rII\rIU) (HMFU) } s ARIG, XEHT RIS E AR B
AT FE 2R, SMBSH T HEE 5 1 Tl
AR RE WA A A S &2 M (5 5 I T gm i
FEREWY N LR AR M R4 . i, XHL?FBSE@
Tﬁ‘iﬁTﬁ%%?ﬁ%ﬁﬁ%iﬁﬁ‘ﬁfé\WFﬁHﬁU:
(Freor) i St it
3.1.2 A{LRERFENIHES
iﬁ&?%é}iﬁé@ii@ﬁﬁ 394 T, Tyl
. T, . T
T, Téyil[(Hth) (HMFU) ] , Hyeff) 172 8] f1 %
ZHa) e s, T, TE%%H%ﬂ‘HFjﬁﬁ%ﬁ@E@?
FlamEH. HFWWWY, [T T Te: T2 3
FEAE R, U G A AR AR B B Gy € CMX M
Cp € CMw Mg i 5 2 30(12)

(Wi WY] = [Tw:Ty|Cy = [Te: T3] Cr (12)
gi4(3). X5k, UFUMREDFRLET
Feuli [N UM E CRFFAE RN KIS, a0 S Hem IR R
i KT Huom AR £, B PuauBuon <
PrpBenbif, WCE ~ I, FoR{E1E M1 M Havio 5
P58 Hne B BEAR =y, I8 A At AT T A A S i B

WARIT, EHRTMBSAKIEAMUR FTEESHE L H
5525 Eve HMBS R i% M 6t H T RE AL, &
Gt E N, M, W E Puubuov >
PepBenv, NMCu~1I, NMMBSKIEAEMUK FTE
BB A Eve B, RS0 24 RE 4 2 N
BN
HE— B, XCOuitirat, BHoN
Cy € CMRICT € C%ﬁifZN‘“_d)ﬂﬁ o, RICw =
[CHCE] . 2 Hr, HCr 4 gt JOE e CPv
CE e MY Wag FIW BT 4 2
Wit = [TwiTy | Cyp = [T T3 Cy (13a)
Wl(d = [TI\'IETI(I]CI%I = [TEETé]C% (13b)
K, ¥ Te, Ty MTre , Tig 53 59 N Hvru,
Hypp 725 [0 23 (8] m) w2, WA
[Wp:W}] = [Tr: T} Cr = [Tre: Ty Cre (14)
M R, X CribiT 4, B H oA
Ch e fucg e CN xS w4, W
Cr = [CECE. b, ¥CraspHilyCly € CIM,
Ciy € O D i Wi RIWE R 43 B R A
W = [T5: T} CE = [Tre T Chy (15a)
WY = [Ty TY)CE = [Tve:Tig) Crg (15b)
HEEREMZ, R(15a). X (15b)F W
dy = Nr, Z4(13a)FX(13b), XA (8)M
NOHATERR, THREARGANLZEEEN
KRN
Iy, + PigBvvvHynvuTm

Rs = {log _
2 Cl%ll (01%11 )HTl\PII H; ﬁMU Ky ! /d

Iy, + PygfSveHyE +
— log, HH p7H g1 (16)
T CrCrTy Hyjp Ky /d
H o, {a}t =max{0,a} , CJ}eCix?
CI%IQ c Cdx(NMfd) C%l c Cdg><d2 C]}:l c (Cdxd

CF? € CHMN=D JICHE € C2* % 43 5| NCy, , CF
Cy, Gy, CERICH; 1 By BAERE . KvAIKe 53 5ioA
MU, Evelb )4 S g /W o7 225 0, Honl 433
RN
Ky = PagSinau Hyniu T CRE (CE T Hilyy /d

+ PefSesy Hono Tr Gt (G T Hivy oo Iy

(17a)

Ky, = Py Sup HypTeCE (CEH)MTE Hyp /d

+ Py Bre HreTreCrpy (Crp) " Tip Hip, + U%VJ(NE )
17b
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AT, (3)—3(6) TPy = Pro
BRI, ONIRTE RS AE A, W LUK AT R IE
HE A P A5 5 DR AL AR DA de pEAK il 7t

max {Ry(Pyy) } (182)
s.t. 0 S Psig S PM (18b)
PEp = PE (18C)

A A — N R B, ok BT
SRARSRAUER LN 2 2 BO ) PR 2 o AR RTINS A1 19 2
B, Az AR T Pag 4B AL IR R BRI,
FREVHERE R S BRI, AR SCRA SR
ERAAL R R (18) b AT SR . BRI S, 404
Pig =[0,Ap,, - Pai — Ap,,, Pul, 15 2 AH B 1) Dy 2
ST RG L AERR, SRS ) R R
G AR AR KA, AT BRAT S A I D) 2 43 e B
JOOP M) 2 Al Z Al , b Ap, IS R FEIAIRE
3.2 BMMEANRETMRKENETHEREREE

Iy ES
321 TTAEMmBIZITRAZREREDN

S

(1) FAT RE GRS & v FE S T 4T A% Tl
AT 53. 11K, A AN P ESA

() ARG FNIES: WAEE T, Evel
A H GG ERe, 2 E 258 A il H Rk A T
F, W Pep+ Ppa = Peo B, RGRAHFEA D
BHTRRNN

I + PggSvmuv Humu T ‘
C (CV)'" TN Hyinu Koy /d
I + PypBup HyeTreCr }+ (19)
CLT Hyjp Ky /d

Rg = {log2

— log,

He,
Kz =P baniv Haniv Tn CRE (CR M T Hilyo /d
+ PrBevu HeuTr CR (CE )T Hpyy
+ PraBevu Hevu Hiny / Ne+odio Ing

(20)
3.22 MBS TTAEHEESERFESHINE

ik

X (19) AT %0, EMBS, EvelJ i K% F IR
#F, EveHirRN TR G Z2HAE, MMBS
W AEIE K RGe e AR, BARWUTT 2 [AAFAE T 4 0
Fo EPXIXMAALESE G B Z 2 A 0, A0
FET 2 N ZE 1) 7 v Rt JLHEAT 43 T SR i LASRAS

WHIEE F&RIERFZaER. BRME, &
%6, HMBS, EveZ MFe 5 R ARE VN — LI K
i Z G T N R G822 4R N B bR ) 2 f 8 gE AR
B ARG, BRI, 53
MBS, EveX 7 % H 5 1 5y 5 45 B A5 F ) B &
G iR, e, 454:X019). X(20), t#HZE
TEFE AT DA AR LR S 4 1)

max {min {Rs(Pyg, PEp)}} (21a)
Py Pryp
s.t. 0 < Psig < Ps, 0 < PEp < PE (21b)

) A (21) A — A A e . R,
MBS 5 Evex [a] {f) & A ZRA A7 AL 2L S g 3517,
MBSAELEREE N THHRE 5 KR D H P AL R
G tEgem . i, HEERARS KR
fiztgs . H4, WRIEMBS, Evelf) sl KiETNER Y
KX (21b)EHk, FFMBSSEve)iR &%
BEEEW P, 7 HZRAN

VU = {0, Ay, 24, -, Pap — A, Pu}

? = {0, Ag, 2Ag, -, Pp — Ag, P}

Hrr, Aw, Apsr w2815 Pas Pefir % FH I (8]
B o M el s, iZ%F R — A PR B
75, TR S0 2 8] (48 (Paig, Pep )R] I 5 R
— NIEF R G % A Al Rs(Pag, Pep) o T2
R AV A SR £ ) LUAH I i A5 31 — A~ 24k (1 3F
U i FEFE A, HHA®G j) = Rs(Pug, Prp) R84
Pog U A BB . PrpHle 3 5AME I B sk A5 1 &
GuamE, WiE, MBS, Evesr Hl IR
P = (P1,P2, ", Pns), 4= (1,42, Gny) B 5HE WS FEW
S EUE, Hrns, nes iR IR Py, Pl BB
B &, HETF LR, SRITES G T
A 2 AT R ) R mT ARy
Rs(p1s s Prgs 4155 Q)

(22a)
(22Db)

= p" Rs(Pug(i), Pep(j))q (23a)
ns Nng

s.t Zpizl,Zq]: (23b)
i=1 j=1

EFXFIX AN S A BE, MBS 3 1Hp = (p1, pa,
wPng ) RIBTE RG L AHEE, MEve il it
q= (91,92, @, BEFIRR T ZEEE . HRME
) AR (23), AR SCAE BT SCHR [13] P B9 AR KBl 5E
e RAAE DAY, EHNIERRIA
Z::lAijpi >, Xﬁff%ﬁ/‘]iﬁzgljl Aijq; < v, IR
A(P*, @) A% FE I TR A SRS I 1

BT AZARGU, 28R Rl — AN AR U
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&a; =pifv, bj =q;/v, i €[l,ng], j€[l,ne]l, WK
SCHR[13] H 1 5 38 o] R F A IR IR & SR B g A
Y57 7 S T G I X DA R A ) R SR ok 3R 1S . B

,Tzigﬁﬁ%’ %E%%p = (p17p27“'7pns)7 ﬂuﬁﬁ*ﬁﬁ
LA fi it
minZai (24a)
=1
sty Aija; > 1, j € [1,ng (24b)
i=1
0<a, i€[lng] (24c)

Tk % e R (24) SR AE L, W LIRS AR N
p = (vai,vag, - vang), BIpHBHEHMBSKIE T
HEESHEREE S M. RN, NihE
q= (91,92, Qny) » FTLLETESRAFE LT [

ng
maxz b; (25a)
j=1
Tp
st. Y Ayb; < 1,4 € [1,ng] (25b)
j=1
0<bj, je€l[l,ng] (25¢)

2 ) S5 A Af N g = (vby, vbg, -, vbnyg ), B
g NBIETIN Eve )1 AT ST IE SRR
Ao BE—2DH, T DA R TR A SRS T &
gr o e RAEN

1 1
RS:'U =

= ns = ng
Da Db
i=1 j=1

(26)

4 {HESHh

A I FON TR I B P e AR i T R )
PEREEAT VAL o XS TR IERAY, ASCHIERILHIR
FREZEVE S/ R RN, &5 p 2 [ iR R
EHMARERZRE Na=2,r=1, ZHEHEHN
do =1; /NREFZFERMNEGFFZVE, HSEEZHE
FHEISL . MR & R REHHEH ANu=T7,
Np=5, Nu=Ne=2; Z W HBRIZEINEN

PM =40 dBm R PF = 35 dBm s PMU = 20 dBm R
ng = 20 °

1% 7 AEEve X Hl _EAT 38 By 1 1% 2
T, REZAHEFMBS K% K L4 H Nu 78k
o, WELPR, BEENIER, RE%7 e
W B BE 2 $E T . 12 R O Ny i 38 K W] BL A
MBSTE_FAT 5 A4S T i B il 21 58 22 FIMU R £ 1
EAT PG THE S, WIS B T PRSI 1E

FERESE N AERG ;. fE T AT EUE R B, Nu g R
A PMEAF MBS RIE AT Hdha 5 5 1 MU 45 7]
PEA PRI, MRS S MURIZ D, W RE
B 5T MUR) T AT LR RE, KRG 2l &
R, gL LA 1, EHARNSHRE
T, g gttt gr Ra MR gL eE R
WHT A BB HIR T, B 7 A SR T R % 4
PEAHRTTE S BN G R . IR D Zd %4tk
fARA it Ja, MBSH PASE N & B 7y B H T AT
FOBRAEAE T AR S S ZhA, W EMUR T
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